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Introduction 

The culture of communications is changing at a rapid pace, driven by the power of internet and social 

networks. The digital communication environment, with its remarkable advantages and opportunities, 

also provides opportunities to different actors for conducting malicious influencing activities, divide 

societies, erode the democratic values, and show distrust in our institutions. Users are encouraged to 

create personal echo-chambers at the expense of information pluralism and to move away from reliable 

and credible news reporting and sound journalist analyses. 

This handbook stands as an accompanying tool for the massive open online course (MOOC) that has been 

developed within the project CRESCEnt – Mind the gap in media CoveRagE and Strategic communication 

in CasE of security Threats – the development of critical thinking and responsible reaction, co-funded 

by the Erasmus+ Programme of the European Union, addressing the challenge of building awareness and 

developing resilience to disinformation, fake news, and hostile information influencing campaigns. 

The handbook aims to provide a comprehensive overview of the topics covered in the MOOC, aiming to 

increase the key knowledge and competences of institutional spokespersons and journalists (including 

young professionals in journalism and related disciplines/areas) in the field of security and defense, and 

in relation to strategic communication and news reporting on security threats. 

The MOOC and this handbook have been jointly developed by: “Mihai Viteazul” National Intelligence 

Academy (MVNIA) – Romania; Ciberimaginario Research Group of the University Rey Juan Carlos – Spain; 

Kentro Meleton Asfaleias (KEMEA), Center for Security Studies – Greece; and Ministry of Internal Affairs, 

Directorate for Information and Public Relations (MAI-DIRP) – Romania. 

Basic learning objectives of the handbook/MOOC: 

• Understand the 21st security threat landscape and the role of the cyber/information as security 
dimension.  

• Analyze the key concepts related with communication processes: disinformation, 
misinformation, propaganda, covert influencing, digital active measures, strategic 
communication, hybrid threats. 

• Acquire competencies and analytic tools to evaluate information sources and contents, and 
critically address the consumption of information in traditional media and social media channels. 

• Plan strategic communication campaigns with a particular focus in tackling security threats 

• Understand the importance of sound and responsible journalist practices, and of bridging the gap 
between media professionals and institutional strategic communicators in case of security 
threats, for addressing the challenge of fakes news and deliberate disinformation activities.  
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Subsection 1.1. Characterization of the 21st Century security threat 

landscape. Definitions: national security threats, state 

conventional and non-state unconventional methods, hybrid 

threats, disinformation. 

 

Video Motion Graphics Screen 1.1.1. 

 

TITLE: 

Characterization of the 21st Century security threat landscape 

 

CONTENT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.1.1/ 

 

METHODOLOGY AND RESOURCES:  

April Communication of European Commission. Tackling online disinformation: a European Approach, 

Brussels, 26.4.2018 COM (2018) 236 final. 

1. Bayer, Judit, Bitiukova, Natalija, Bárd, Petra, Szakács, Judit, Alemanno, Alberto, Uszkiewicz, 
Erik, (February 2019), Disinformation and propaganda – impact on the functioning of the rule 
of law in the EU and its Member States, Directorate General for Internal Policies of the Union.  

Deep dive: Hybrid Warfare, Digital Forensic Center, October 29, 2018. 

Emerging Threats in the 21st Century. Strategic Foresight and Warning Seminar Series. Seminar 1: The 

Changing Threat Environment and its Implications for Strategic Warning, Zurich, 9-11 November 2006.  

2. Jack, Caroline, (2017), Lexicon of Lies: Terms for Problematic Information, Data & Society 
Research Institute, retrieved from. Joint Communication to the European Parliament and the 
Council. Joint Framework on countering hybrid threats a European Union response, Brussels, 
6.4.2016.  

The European Centre of Excellence for Countering Hybrid Threats definitions.  

The Stanley Foundation, 2004 Report, Capturing the 21st Century Security Agenda: Prospects for Collective 

Responses. 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.1.1/
http://www.europarl.europa.eu/resources/library/media/20180926RES14426/20180926RES14426.pdf
https://dfcme.me/en/deep-dive-hybrid-warfare/
on-line%20on%20https:/www.files.ethz.ch/isn/28419/EmergingThreatsInThe21stCentury.pdf
on-line%20on%20https:/www.files.ethz.ch/isn/28419/EmergingThreatsInThe21stCentury.pdf
https://datasociety.net/pubs/oh/DataAndSociety_LexiconofLies.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52016JC0018.
https://www.hybridcoe.fi/hybrid-threats/
https://stanleycenter.org/publications/report/C21CSA04.pdf
https://stanleycenter.org/publications/report/C21CSA04.pdf
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FURTHER READINGS:  

Frank Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars, Arlington, VA: Potomac Institute for 

Policy Studies, 2007. 

Christopher S. Chivvis, Understanding Russian “Hybrid Warfare” and What Can be Done about It, RAND, 

2017, link: URL Link. 

MCDC Countering Hybrid Warfare Project: Understanding Hybrid Warfare. 

Bruce Jones, Charles T. Call, Daniel Toubolets, and Jason Fritz, Managing the new threat landscape. 

Adapting the tools of international peace and security, September 2018. 

N. Iancu, A. Fortuna, C. Barna, M. Teodor, Countering Hybrid Threats: Lessons Learned from Ukraine, IOS 

Press, 2016. 

 

Text + Infographic Screen 1.1.3 

 

TITLE: 

Hybrid threats dimensions, actors, channels, and tools  
 
TEXT: 

Hybrid threats, such as propaganda, deception, sabotage, and other non-military tactics have long been 
used since the Cold War and even before. What is new about attacks seen in recent years is their speed, 
scale, and intensity, facilitated by rapid technological change and global interconnectivity and as such 
they require swift response (See more info). 
 
Hybrid threats expands the battlefield across the political, economic, and social dimension that extends 
far beyond the mere military realm:  
 

1. Political dimension: elections, key decision makers, legislations and regulations, image of the 
state, the role of the state internationally, foreign investments climate. 
2. Social dimension: state stability, trust towards the government, potential for mobilizing 
protesters, radicalization, deepening of social/ethnic conflicts. 
3. Economic dimension: limiting investor’s choice, influence on company’s leadership and 
decisions, reputation, foreign cooperation, market value of companies, brand.  

 

https://www.rand.org/content/dam/rand/pubs/testimonies/CT400/CT468/RAND_CT468.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/647776/dar_mcdc_hybrid_warfare.pdf
https://www.brookings.edu/wpcontent/uploads/2018/09/fp_20180919_prevention_agenda1.pdf
https://www.nato.int/cps/en/natohq/topics_156338.htm
https://dfcme.me/en/deep-dive-hybrid-warfare/
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The relative novelty of hybrid threats lays in the ability of an actor to synchronize multiple instruments of 
power (political, military, economic, informational) simultaneously and intentionally exploit creativity, 
ambiguity, non-linearity, and the cognitive elements of warfare, targeting vulnerabilities across societies 
in ways that we do not think about. The reach is far greater and the consequences far more severe due to 
the globalization and interconnectedness of the societies and countries around the world, through the 
internet, media and social media being main channels and tools of influence (see the figure below). 

 

INFOGRAPHY:  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.1.3/ 

 

TEXT BELOW THE INFOGRAPHY:  

Actors, channels, and tools. Source: Stratcomcoe.org. 

 

METHODOLOGY AND RESOURCES 

The Brief: Hybrid threats and Europe's vulnerability (actors) 

Finland programme from 2019 EU Precedency - Common action to counter hybrid threats - (actions) 

Ukraine case or https://cids.no/2018/09/28/russias-hybrid-war-against-ukraine-the-latest-

developments-and-trends/  

Examples of hybrid threats. 

Terrorism: terrorist organizations like Boko Haram, Al-Qaeda in the Arabian Peninsula (AQAP) and 
ISIL/Da’esh operate across the territories of many countries, and employ a variety of economic, military 
and technological tools to achieve their political goals. 

Cybersecurity: the operations of state-affiliated hackers from Russia and China and the use of cyber-
weapons are facilitated by difficulties with the attribution and the absence of norms of state behavior in 
cyberspace. 

The technology can be exploited by those with criminal and malicious intent, including terrorists, with 
potentially extensive and catastrophic consequences, as the 2017 WannaCry cyber-attack with global 
reach, which nearly brought the United Kingdom’s National Health Service to its knees, illustrated. 

Organized crime: armed criminal groups and drug cartels in Mexico resort to violence in the fight over 
territory and economic profits. Erosion of security, in turn, has a negative impact on the Mexican 
economy. 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.1.3/
https://www.stratcomcoe.org/hybrid-threats-strategic-communications-perspective
https://www.youtube.com/watch?v=gcD-rHYzM5c
https://eu2019.fi/en/backgrounders/hybrid-threats
http://euromaidanpress.com/2017/05/23/hybrid-warfare-in-eastern-ukraine-deception-disinformation-and-doubt/
https://cids.no/2018/09/28/russias-hybrid-war-against-ukraine-the-latest-developments-and-trends/
https://cids.no/2018/09/28/russias-hybrid-war-against-ukraine-the-latest-developments-and-trends/
https://epthinktank.eu/2015/06/24/understanding-hybrid-threats/
https://epthinktank.eu/2015/03/09/african-led-counter-terrorism-measures-against-boko-haram/
https://epthinktank.eu/2015/02/25/the-islamic-state-background-information/
http://www.europarl.europa.eu/RegData/etudes/ATAG/2015/557006/EPRS_ATA%282015%29557006_EN.pdf
http://www.bbc.com/news/world-europe-33072034
http://www.wsj.com/articles/u-s-suspects-hackers-in-china-behind-government-data-breach-sources-say-1433451888
http://www.wired.com/2011/07/how-digital-detectives-deciphered-stuxnet/
http://www.wired.com/2011/07/how-digital-detectives-deciphered-stuxnet/
https://www.telegraph.co.uk/technology/2018/10/11/wannacry-cyber-attack-cost-nhs-92m-19000-appointments-cancelled/
https://www.telegraph.co.uk/technology/2018/10/11/wannacry-cyber-attack-cost-nhs-92m-19000-appointments-cancelled/
http://www.bbc.com/news/world-latin-america-10681249
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Maritime disputes: China is pursuing its aims in the South China Sea by combining economic and military 
pressure with extensive land reclamation projects in the Spratly archipelago. 

Space: constraints on use of orbital space (and access to satellites) resulting from space debris – created, 
among other things, by anti-satellite missile tests. 

Resource scarcity: resource-dependency between countries is increasingly used for political purposes. In 
2010, China blocked exports of raw materials to Japan in response to the arrest of a Chinese fishing boat. 
In 2011, India’s refusal to adopt a water-sharing agreement with Bangladesh put additional pressure on 
bilateral relations. 

Covert operations: Russia’s strategic use of special forces (i.e., ‘green men’) and information in Ukraine. 

Economic espionage: While Chinese influence operations are less visible than Russian ones, Chinese 
economic espionage is very active; China sees Europe as a softer target than the US. It concentrates on 
launching skilled cyber-attacks against industries and research facilities, but its programme also 
encompasses strategic investments in key technology industries. 

Hybrid Threats: A Strategic Communications Perspective, NATO Strategic Communications, Centre of 
Excellence (NATO StratCom COE), 2019. 
Deep dive: Hybrid Warfare, Digital Forensic Centre, October 29, 2018. 

NATO’s response to hybrid threats, August 2019. 

 

Text + Infography Screen 1.1.4 

 

TITLE: 

Types of internet disinformation  

 

TEXT: 

The beginning of the 21st century marked the shift in definition of the power from conventional, military, 

and hard power to its much more non-violent, selective and non-conventional form, in a way that mass 

media, social media, propaganda and information have become weapons of choice. 

Intention separates disinformation from misinformation, both terms referring to information that is 

inaccurate, incorrect, or misleading. While the Oxford online dictionary of the Oxford University Press 

and the Collins English Dictionary list ‘misinformation’ as a synonym for ‘disinformation’, the Merriam–

http://thediplomat.com/2014/08/exposing-chinas-provocations/
http://www.washingtontimes.com/news/2008/jun/25/china-india-hasten-arms-race-in-space/?page=all
https://www.fas.org/sgp/crs/row/RS22652.pdf
http://www.nytimes.com/2010/09/23/business/global/23rare.html?_r=0
http://timesofindia.indiatimes.com/india/Ties-will-take-a-huge-hit-if-India-cannot-deliver-on-Teesta-Bangladesh-foreign-minister/articleshow/13055407.cms?referral=PM
http://www.bbc.com/news/world-europe-26532154
https://www.theguardian.com/world/2009/jul/22/germany-china-industrial-espionage
https://www.theguardian.com/world/2009/jul/22/germany-china-industrial-espionage
https://www.politico.eu/article/europe-raises-red-flags-on-chinas-cyber-espionage/
https://thediplomat.com/2018/02/europe-ponders-how-to-curb-chinas-high-tech-buying-spree/
https://www.ecfr.eu/publications/summary/protecting_europe_against_hybrid_threats
https://www.stratcomcoe.org/hybrid-threats-strategic-communications-perspective
https://dfcme.me/en/deep-dive-hybrid-warfare/
https://dfcme.me/en/deep-dive-hybrid-warfare
https://www.nato.int/cps/en/natohq/topics_156338.htm
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Webster and Oxford Living Dictionaries make subtle distinctions between the two definitions based on 

the intent to harm. Misinformation includes information reported in error, when journalists misinterpret 

or fail to independently verify a source’s claims. (Bayer et all., February 2019, p. 25)  

It becomes obvious then that the question of whether the information is 'true' or 'false' is not enough to 

be able to distinguish 'trustworthy' news from 'malicious' news. More important is the intention of the 

authors behind a story: Do they want to inform or deceive the audience? 

Historically, disinformation bears some relation to what in the Soviet Union was called dezinformatsiya — 

coordinated state efforts to disseminate false or misleading information to the media in targeted 

countries or regions. (Jack, Caroline, 2017).  

To make the different kinds of disinformation that appears on the internet clear, we propose the following 

infographic released by Ground views addressing media literacy. 

 

INFOGRAPHY:  

https://view.genial.ly/5e340a0135ef460490e7d340  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.1.4/ 

 

TEXT BELOW THE INFOGRAPHY:  

Groundviews - 10 types of mis- and disinformation. (Source: Groundviews) 

 

METHODOLOGY AND RESOURCES: 
 
Bayer, Judit, Bitiukova, Natalija, Bárd, Petra, Szakács, Judit, Alemanno, Alberto, Uszkiewicz, Erik, (February 

2019), Disinformation and propaganda – impact on the functioning of the rule of law in the EU and its 

Member States, Directorate General for Internal Policies of the Union.  

Jack, Caroline, (2017), Lexicon of Lies: Terms for Problematic Information, Data & Society Research 

Institute, retrieved from data society. 

Groundviews infographic: 10 types of mis- and disinformation, December 2018, available on-line on 

Ground Views. 

 

https://view.genial.ly/5e340a0135ef460490e7d340
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.1.4/
https://groundviews.org/2018/05/12/infographic-10-types-of-mis-and-disinformation/
https://datasociety.net/pubs/oh/DataAndSociety_LexiconofLies.pdf
https://groundviews.org/2018/05/12/infographic-10-types-of-mis-and-disinformation/)
https://groundviews.org/2018/05/12/infographic-10-types-of-mis-and-disinformation/)
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Subsection 1.2. What are the main security threats affecting European 

liberal democracies in the digital era? 

Interactive List Screen 1.2.1. 

 

TITLE:  

Security threats in the digital era 

 

CONTENT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.2.1/ 
 
Text + Infography Screen 1.2.3. 

 

TITLE: Analogue meets Digital 

 

TEXT: 

In the digital era, the dissemination of information has become easier and faster, allowing for generalized 

freedom of expression, boosting media diversity and increasing civic engagement and political 

participation. At the same time, digital technologies have facilitated the spread of disinformation, 

exacerbated identity politics, magnified biases and deepened existing divisions in public attitudes. As such, 

digital technologies have revealed a whole new array of challenges for the societal cohesion and internal 

stability of liberal democracies. 

Positive effects of digital technologies to liberal democracies: 

• Micro-targeting and hyper-nudging a segment of one 

• 24/7 news streaming (social media) 

• Democratisation of storytelling 

• Instant online feedback to politicians 

Security challenges of digital technologies to liberal democracies: 

• Manipulation of electoral processes 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.2.1/
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• Deep fakes  

• Drop in press freedom 

• Volatile voting patterns 

• Polarisation and influence of the ‘fringe’ 

• Fragmented parliaments; harder consensus-building 

• Disenchantment with its representatives 

• EU increasingly divisive issue 

 

INFOGRAPHY: 

https://create.piktochart.com/output/43740061-1-2-3-analogue-meets-digital 

 

METHODOLOGY AND RESOURCES: 

Source: Ec.Europa.eu  

 

Text + Infography Screen 1.2.4. 

 

TITLE: Current perceptions of threats (number of EU countries) 

 

TEXT: 

In 2018, cyber-attacks were perceived by Europeans as the top security priority for Europe, above state 

collapse or civil wars in EU’s neighborhood, external meddling in domestic politics, uncontrolled migration 

into the country, and the deterioration of the international institutional order. More precisely, as 

Infographic 1 shows, 18 EU member states perceived cyber-attacks as a significant threat, with 6 of them 

considering cyber-attacks the top-priority threat to their security. 

INFOGRAPHY: 

https://create.piktochart.com/output/43740061-1-2-3-analogue-meets-digital
https://ec.europa.eu/epsc/sites/epsc/files/epsc_-_democracy_and_governance_in_the_digital_age_-_newsletter.pdf
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https://infogram.com/1231current-perceptions-of-threats-number-of-eu-countries-
1hzj4o7g8eg36pw?live 
 
 

TEXT: 

Large and/or wealthy member states (such as Denmark, Belgium, France, Germany, Spain, Sweden, and 

the UK) appear to be most concerned about cyber-attacks – either in terms of their likelihood, impact, or 

manageability. This preoccupation must stem from an awareness of their societies’ reliance on digitized 

systems since these countries are widely seen as “leaders” on cyber issues within the EU. In fact, as 

Infographic 2 shows, 16 countries feel vulnerable to cyber-attacks, with 6 of them perceiving themselves 

as very vulnerable. On the contrary, 10 others feel resilient to cyber-attacks, with only one of them feeling 

very resilient to this kind of attacks. 

 

INFOGRAPHY: 

https://infogram.com/1242perceptions-of-vulnerability-and-resilience-against-security-threats-

number-of-eu-countries-1h7g6kgxj8g04oy?live  

 

METHODOLOGY AND RESOURCES 

Source:  ECFR  

 

Subsection 1.3. Cyber/Information as a security domain. Individuals and 

institutions as the targets of hostile state and non-state actor activities: 

addressing the security challenge. 

 

Video-class Screen 1.3.1. 

 

TITLE:  

Information and influence operations in the cyberspace  

 

https://infogram.com/1231current-perceptions-of-threats-number-of-eu-countries-1hzj4o7g8eg36pw?live
https://infogram.com/1231current-perceptions-of-threats-number-of-eu-countries-1hzj4o7g8eg36pw?live
https://infogram.com/1242perceptions-of-vulnerability-and-resilience-against-security-threats-number-of-eu-countries-1h7g6kgxj8g04oy?live
https://infogram.com/1242perceptions-of-vulnerability-and-resilience-against-security-threats-number-of-eu-countries-1h7g6kgxj8g04oy?live
https://www.ecfr.eu/specials/scorecard/the_nightmare_of_the_dark_the_security_fears_that_keep_europeans_awake_at_n
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VIDEO: https://www.youtube.com/watch?v=O8xGg-0ef2U 

 

Text + Infography Screen 1.3.3. 

 

TITLE: The EUvsDisinfo project 

TEXT: 

The EUvsDisinfo project of the European Union External Action Service East Stratcom Task Force has an 

extensive database of over 7,000 disinformation cases. Some topic themes and targets of pro-Kremlin 

disinformation identified are recurrent. For example: 

3. The liberal EU has nazi roots and anti-Russian orientation  

4. Climate Change is in reality and hoax invented by the West to stop the economic development 
of competing countries  

5. Anti-Soros disinformation and conspiracy theories blame George Soros and his Open Society 
Foundations for all kinds of intrigues such as “plotting to destroy every European nation state 
and flood the continent with refugees” Soros is also a usual target of far-right populism.  

6. NATO is a threat to world peace because it has an aggressive agenda seeking confrontation with 
Russia. 

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.3.3/ 
 
Text + Infography Screen 1.3.4. 

 

TITLE: Analysis and assessment of information campaigns as a part of hybrid threat influence operations 

 

TEXT:  

A modified version of Lasswell’s construct (“Who says what, in which channel, to whom, with what 

effect?”), in one of his variations, provides a structured framework for addressing the post-event analysis 

and assessment of information campaigns as a part of hybrid threat influence operations: 

 

INFOGRAPHY: 

https://www.youtube.com/watch?v=O8xGg-0ef2U
https://euvsdisinfo.eu/report/european-union-has-nazi-roots/
https://euvsdisinfo.eu/report/the-west-invented-the-climate-hoax-to-stop-russias-economic-development/
https://euvsdisinfo.eu/the-all-powerful-mr-soros-2/
https://euvsdisinfo.eu/the-all-powerful-mr-soros-2/
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.3.3/
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https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.3.4/  

 

TEXT: 

The model captures the structure of the communication process and considers the information (or 

disinformation) and opinion source, its capabilities and intentions, and effects produced (cognitive, 

affective, and behavioral impacts, as well as outcomes) by disseminating specific communication content 

(key messages) to targeted audiences.  

 

METHODOLOGY AND RESOURCES 

Arcos, Rubén (2018). "Post-Event Analysis of the Hybrid Threat Security Environment: Assessment of 

Influence Communication Operations," Hybrid CoE Strategic Analysis Papers (October 2018), The 

European Centre of Excellence for Countering Hybrid Threats. Available at: hybridcode   

Arcos, Rubén (2019a). “Covert Operations,” in: The Conduct of Intelligence in Democracies: processes, 

practices, cultures, edited by Matei, F. C. and Halladay, C. (Boulder: Lynne Rienner): 97-106. 

Arcos, Rubén (2019b). “Old covert influence tools for the hybrid threat playbook,” Paper prepared as a 

read-ahead for the Experts Panel “Countering Hybrid Threats in the Mediterranean and Black Sea Regions, 

NMIOTC, Chania, Greece 17-19 September 2019”. 

Arcos, Rubén (2019c). “Democratization of the production and dissemination of (disinformation) content 

in the cyber domain. an everything fake scenario in the horizon?” Presentation at the Seminar Information 

in the era of Hybrid Threats, 5 December 2019, Espoo, Finland.    

Arcos, Rubén. “Securing the Kingdom’s cyberspace: cybersecurity and cyber intelligence in Spain,” in 

Routledge Companion to Global Cyber-Security Strategy, edited by Scott N. Romaniuk and Mary 

Manjikian, Routledge, forthcoming 2020 (submitted on 28 July, 2019, and under contract).  

Arcos, Rubén. “Information influencing in the Catalan illegal referendum and beyond,” in Hybrid Warfare: 
Security and Asymmetric Conflict in International Relations, edited by Mikael Weissmann, Niklas Nilsson, 
Per Thunholm, and Björn Palmertz, I.B. Tauris, forthcoming 2020 (submitted on 31 October 2020). 

Bienkov, Adam (2012). “Astroturfing: what is it and why does it matter?” The Guardian, 8 February 2012  

CCN (2019). Disinformation in Cyberspace, CCN-CERT BP/13, February 2019. Available at CCN-CERT  

Daniel, Donald C. and Herbig, Katherine L. (1980). “Propositions on military deception,” in Donald C. Daniel 

et al. (1980). Multidisciplinary perspectives on military deception, Final Report for Period January 1979 - 

October 1979, (Monterey: Naval Postgraduate School): 5-44 Available at: Academia.net  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.3.4/
https://www.hybridcoe.fi/publications/strategic-analysis-november-2018-post-event-analysis-of-the-hybrid-threat-security-environment-assessment-of-influence-communication-operations/
https://www.theguardian.com/commentisfree/2012/feb/08/what-is-astroturfing
https://www.ccn-cert.cni.es/informes/informes-ccn-cert-publicos/3561-ccn-cert-bp-13-disinformation-in-cyberspace-1/file.html
https://www.academia.edu/21141155/Propositions_on_military_deception
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Department of National Security (DSN) (2019). Informe Anual Seguridad Nacional 2018. Ministerio de la 
Presidencia, relaciones con las Cortes e Igualdad. Marzo 2019 Available at: DSN.GOB  

Cohen, Bernard C. (1993) [1963]. The Press and Foreign Policy, Princeton University Press.  

Druckman, James N. (2010). Foreword, in Doing news framing analysis: empirical and theoretical 

perspectives, edited by Paul D’Angelo and Jim A. Kypers (New York: Routledge): xiii - xiv. 

Entman, Robert M. (1993). “Framing: Toward clarification of a fractured paradigm,” Journal of 

Communication; Autumn 1993; 43, 4: pg. 51-58. 

European Commission (2016) Joint Framework on countering hybrid threats a European Union response, 

Joint Communication to the European Parliament and the Council. JOIN/2016/018 final. Available at: 

Eur.lex.europa.eu  

Feezell, Jessica T. (2018). “Agenda Setting through Social Media: The Importance of Incidental News 

Exposure and Social Filtering in the Digital Era,” Political Research Quarterly 71(2): 482-494.  

United States House Permanent Select Committee on Intelligence (1982). Soviet active measures: 

hearings before the Permanent Select Committee on Intelligence, House of Representatives, Ninety-

Seventh Congress, second session, July 13, 14, 1982. Washington, DC: US Government Printing Office.  

Lefebvre, V.A. (1969). “Devices that optimize their performance as a result of human counteraction,” 

Problemy Evristiki, Moscow, “Vysshaya schkola”, pp. 243-254 

McCombs, Maxwell (2004). Setting the agenda: the mass media and public opinion. Cambridge: Polity 

Press. 

McCoombs, Maxwell et al. (2015). The news and public opinion: media effects on civic life. Cambridge: 

Polity Press. 

McMahon, John (1980), Testimony of John McMahon, CIA Deputy Director for Operations, in: United 

States House Permanent Select Committee on Intelligence (1980). Soviet covert action (the forgery 

offensive): hearings before the Subcommittee on Oversight of the Permanent Select Committee on 

Intelligence, House of Representatives, Ninety-Sixth Congress, second session, February 6, 19, 1980. 

Washington, DC: US Government Printing Office. Available at: Njlaw  

Mitrokhin, Vasiliy (2006). KGB lexicon: the soviet intelligence officer’s handbook. Oxon: Routledge.  

NATO (2016). Warsaw Summit Communiqué, Issued by the Heads of State and Government participating 
in the meeting of the North Atlantic Council in Warsaw 8-9 July 2016 Available at: NATO  

Pamment, J., Nothhaft, H., & Fjällhed, A. (2018). Countering Information Influence Activities: The State of 
the Art. MSB.  

https://www.dsn.gob.es/sites/dsn/files/IASN2018%20WEB.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016JC0018
https://doi.org/10.1177/1065912917744895
https://doi.org/10.1177/1065912917744895
http://njlaw.rutgers.edu/collections/gdoc/hearings/8/82603795/82603795_1.pdf
http://njlaw.rutgers.edu/collections/gdoc/hearings/8/80603647/80603647_1.pdf
https://www.nato.int/cps/en/natohq/official_texts_133169.htm
https://www.msb.se/RibData/Filer/pdf/28697.pdf
https://www.msb.se/RibData/Filer/pdf/28697.pdf
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Varol, Onur; Ferrara, Emilio, Davis, Clayton A., Menczer, Filippo, and Alessandro Flammini (2017).  Online 

Human-Bot Interactions: Detection, Estimation, and Characterization. International AAAI Conference on 

Web and Social Media, North America, may. 2017. Available at: Aaai.org  

 

Subsection 1.4. Evaluation of the topic  

Text Orientations Screen 1.4.1.  

 

TITLE:  

Evaluation section 1  

 

CONTENTS 

This section started by providing a comprehensive perspective on the 21st century security threats. It 

provided definitions of the main concepts that one needs to adequately operate with in understanding 

and explaining the current threats against security, but also their nature and the significant difficulties 

they rise in terms of identification and interpretation. Hence, after getting through this section, you can 

operate with concepts such as: national security threats, traditional vs non-traditional threats, external vs 

internal threats, conventional vs un-conventional threats, asymmetric or hybrid threats.  

Secondly, this section structured and presented the most important security threats in the digital era 

currently affecting European liberal democracies. High impact intervention techniques, such as cyber 

interference in elections, dissemination of fake news, manipulation of false actors and creation of 

“astroturf” groups, use of artificial intelligence, distributed denial-of-service and hacking of critical 

infrastructure, make liberal democracies are far more vulnerable today to asymmetric attacks coming 

from autocratic states than before. 

Last but not least, this section provided an enhanced knowledge on the cyber/information as a security 

domain in the sense that in the same manner as land, air, and sea, presently the cyberspace is a realm 

that can be used to conduct information and influence operations. Moreover, the section brought into 

attention several challenges deriving from the very general practices of consuming content and which can 

make us truly vulnerable to manipulated information and covert influence activities acted by hybrid 

threat entities. Our digital era provides new opportunities are the same that may pose a challenge for 

Western-style liberal democracies asking for developing cyber-influence awareness, persuasive 

communication literacy, and instilling and expanding critical thinking approaches to information and social 

media consumption. All these can develop the resilience capacity of our societies in order to counter 

covert influence programs targeting larger populations.  

http://aaai.org/
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Illustrative Image Screen 1.4.3.  

 

Title: Security, Asymmetric, Threats and Communication Review 

 

Multimedia Content: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.4.3/ 
 

Methodology and Resources:  

Arcos, Rubén. “Information influencing in the Catalan illegal referendum and beyond,” in Hybrid Warfare: 

Security and Asymmetric Conflict in International Relations, edited by Mikael Weissmann, Niklas Nilsson, 

Per Thunholm, and Björn Palmertz, I.B. Tauris, forthcoming 2020 (submitted on 31 October 2020). 

Bienkov, Adam (2012). “Astroturfing: what is it and why does it matter?” The Guardian, 8 February 2012,  

Flore, M. et al. Understanding Citizens' Vulnerabilities to Disinformation and Data-Driven Propaganda, 
2019, European Comission. Avalable at: Op.europa.eu   
Pamment, J., Nothhaft, H., &amp; Fjällhed, A. (2018). Countering Information Influence Activities: The 

State of the Art. MSB.  

Varol, Onur; Ferrara, Emilio, Davis, Clayton A., Menczer, Filippo, and Alessandro Flammini (2017). Online 

Human-Bot Interactions: Detection, Estimation, and Characterization. International AAAI Conference on 

Web and Social Media, North America, may. 2017. Available at: Aaai.org 

 

 

 

 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/1.4.3/
https://www.theguardian.com/commentisfree/2012/feb/08/what-is-astroturfing
https://op.europa.eu/en/publication-detail/-/publication/3ada7fb3-7d04-11e9-9f05-01aa75ed71a1/language-en/format-PDF
https://www.msb.se/RibData/Filer/pdf/28697.pdf
https://aaai.org/ocs/index.php/ICWSM/ICWSM17/paper/view/15587/14817
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Subsection 2.1. Strategic communication phenomenona: Strategic 

communication as a process; Models of communication; Propaganda, 

misinformation, disinformation. 

 

Text + Illustrative image 2.1.1. 

 

TITLE:  

Communication as a process, strategic, and persuasive communications  

 

ILLUSTRATIVE IMAGE: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/images/2.1.1.jpg  

 

TEXT:  

Note*: Adapted from Arcos (2019) 

Communication entails a try to share a message, information, an idea or and attitude from a source to a 

destination and the messages are made of signs that stand for something in experience (Schramm, 1954). 

According to Harold Laswell’s classic formulation (1948), a suitable way to describe the act of 

communication consists on a “Who Says What In Which Channel To Whom With What Effect?” (Laswell, 

1971: 84). 

In his paper “How communication works” (1954), Wilbur Schramm developed a model for explaining the 

communication process in human communication and also for the particular case of mass 

communications. Schramm referred to the Latin origin of the word from communis, being the act of 

communication, communicate, to put in common, “trying to share information, an idea, or an attitude) 

(Schramm, 1954: 3).  For Schramm, the process of building that commonness by a source with an intended 

receiver, consist on encoding a message in a form adapted so that it can be transmitted (e.g.: spoken or 

written words). However, the act of communication will not be completed until the message has been 

decoded by the destination. Those messages are comprised of signs, and a sign is a “signal that stands for 

something in experience” (ibid: 6).  We are constantly involved on an endless process of decoding, 

interpreting, and encoding messages as a result from and to the external environment (ibid: 8). Schramm 

incorporates the notion of feedback developed by Wiener (1948) to the communication process: “an 

experience communicator is attentive to feedback, and constantly modifies his messages in light of what 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/images/2.1.1.jpg
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he observes in or hears from his audience” (ibid. 9). This interaction is developed through simultaneous 

channels and information is conveyed at different levels such as the quality of the voice, gestures, or facial 

expressions, in the case of for example face-to face interactions.  

While in Schramm ‘s communication model, the production of meaning is key, being the existence of 

common shared experiences (of objects, events, people, etc.) between the source and the destination a 

prerequisite for being able to fully decode a message, in the model presented by Claude E. Shannon in his 

influential paper “The Mathematical Theory of Communication” (1948), the transmission of information 

is admittedly not associated with meaning (Shannon, 1948). However, as argued by Warren Weaver, the 

problem of “how accurately can symbols of communication be transmitted” (technical) addressed by 

Shannon’s mathematical theory of communication, is also relevant for semantic problems and problems 

related to the effectiveness of communication (Weaver, 1949). That is: how precisely are the transmitting 

symbols conveying the intended meaning, and how effective is the meaning received in affecting the 

behavior in the intended way (ibid.). 

Propaganda and persuasion can be considered types or categories of communication phenomena. As 

noted by Jowett and O’Donnell, “propaganda employs persuasive strategies, but if differs from persuasion 

in purpose” (2006:2). These authors have defined propaganda as: 

“the deliberate, systematic attempt to shape perceptions, manipulate cognitions, and direct behavior to 

achieve a response that furthers the desired intent of the propagandist” (Ibid. 7).  

As for persuasion, Perloff has define it as “a symbolic process in which communicators try to convince 

other people to change their own attitudes or behaviors regarding an issue through the transmission of a 

message in an atmosphere of free choice” (2017: 22). Discussing on the difference between persuasion 

and coercion, Perloff has highlighted that coercion occurs when the influence actor: 

“(a) delivers a believable threat of significant physical or emotional harm to those who refuse the 

directive, (b) deprives the individual of some measure of freedom or autonomy, and (c) attempts to induce 

the individual to act contrary to her preferences” (Ibid: 32).  

Corporate advertising and public relations are examples of persuasive communication practices in 

organizations. They are strategic in that they are deliberate and purposeful aiming to achieve specific 

objectives, such as create brand images or increase the sales of products and services, through tailored 

key messages crafted to impact specific target publics / audiences. Strategic communication is defined as 

“the use of words, actions, images, or symbols to influence the attitudes and opinions of target audiences 

to shape their behavior in order to advance interest or policies, or to achieve objectives” (Farwell 2012: 

xviii-xix).  

From a government perspective strategic communication, at the national level, can be considered a whole 

of government approach developed by different departments and agencies (Paul 2011). Philip M. Taylor 

refers to information operations, psychological operations, public diplomacy, and public affairs, as the 

four “pillars” of strategic communications (Taylor 2009: 28).  
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METHODOLOGY AND RESOURCES: 

Arcos, Rubén (2019). "How the field of communication can contribute to the understanding and study of 

national security intelligence," In Researching National Security Intelligence: Multidisciplinary 

Approaches, edited by S. Coulthart, Landon-Murray, M., and Van Puyvelde, D. (Washington, DC: 

Georgetown University Press): 163-176.  

Farwell, James P (2012). Persuasion and power: the art of strategic communication. Washington, DC: 

Georgetown University Press 

Jowett, Garth S. and O’Donnell, Victoria (2006). Propaganda and persuasion. Thousand Oaks, London, and 

New Delhi: Sage. 

Laswell, Harold D. (1971). “The structure and function of communication in society,” in Schramm, Wilbur 

and Donald F. Roberts (eds.). The process and effects of mass communications. Revised edition (Urbana: 

University of Illinois Press): 84-99. 

Paul, Christopher (2011). Strategic communication: origin, concepts, and current debates. Santa Barbara: 

Praeger.  

Perloff, Richard M. (2017). The dynamics of persuasion: communication and attitudes in the 21st Century. 

Oxon: Routledge.  

Schramm, Wilbur (1954). “How Communication Works,” in The Process and Effects of Mass 

Communication, ed. Wilbur Schramm (Urbana: University of Illinois Press, 1954): 3-26.  

Shannon, Claude E. and Weaver, Warren (1998) [1949]. The Mathematical Theory of Communication. 

Urbana: University of Illinois Press. 

Taylor, Philip M. (2009). “Public Diplomacy and strategic communications,” in Routledge Handbook of 

Public Diplomacy, edited by Nancy Snow and Philip M. Taylor (New York and London: Routledge) 12-16. 

Wardle, Claire and Derakhshan, Hossein (2017). Information disorder: Toward an interdisciplinary 

framework for research and policy making, Council of Europe report DGI (2017)09, September 27, 2017. 

Strasbourg: Council of Europe.  

 
Text + Infographic Screen 2.1.2 

 

TITLE: Communication Models  

 
TEXT:  

https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
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This infographic captures some of the most well-known communication models analyzed the mass 

communications literature.  

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.1.2/ 

 

METHODOLOGY AND RESOURCES: 

Laswell, Harold D. (1971). “The structure and function of communication in society,” in Schramm, Wilbur 

and Donald F. Roberts (eds.). The process and effects of mass communications. Revised edition (Urbana: 

University of Illinois Press): 84-99. 

Schramm, Wilbur (1954). “How Communication Works,” in The Process and Effects of Mass 

Communication, ed. Wilbur Schramm (Urbana: University of Illinois Press, 1954): 3-26.  

Shannon, Claude E. and Weaver, Warren (1998) [1949]. The Mathematical Theory of Communication. 

Urbana: University of Illinois Press. 

 
Text + Interactive Video Screen 2.1.3 

 

TITLE:  

Wardle and Derakhshan’s Information disorder framework 

 

TEXT:  

A 2017 Council of Europe report, provided a framework, using the dimensions of falseness and harm, for 

examining information disorder that refrained from using the term “fake news” because of the increasing 

use of the term by politicians to describe news organizations they don’t like, and also for its conceptual 

limitations to capture “the complex phenomena of information pollution” (Wardle and Derakhshan, 2017: 

5-6).  

• Mis-information: “false information is shared, but no harm is meant.” 

• Dis-information: false information is deliberately shared to cause harm.  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.1.2/
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• Mal-information: “genuine information is shared to cause harm, often by moving information 
designed to stay private into the public sphere.” 

• An analysis of these categories should consider as well both (1) the agent, messages, and 
interpreters of those messages; and (2) the process of creation, (re)production, and 
distribution of messages. (Ibid.)  

 

CONTENT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.1.3/ 

 

METHODOLOGY AND RESOURCES: 

Wardle and Derakhshan, 2017  

 

Subsection 2.2. What is Public Opinion? Approach of concepts of public 

and opinion. Communication and Public Opinion. Information and 

opinion. Opinion and news media. Theories. 

 

Video Class 2.2.1. 

 

TITLE:  

Approach of concepts of public opinion, communication, and information  

 

VIDEO: https://www.youtube.com/watch?v=nk7zXuuuuNQ 

 

METHODOLOGY AND RESOURCES: 

Conti, N., Memoli, V., “The Impact of Media on Citizens’ Attitudes”, in Citizens, Europe and the Media, 
Chapter 3, Springer Link, 2017, pp. 27- 46. 
 
An understanding of Habermas and the public sphere, April 2014, available on Visualdisplacement  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.1.3/
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
https://www.youtube.com/watch?v=nk7zXuuuuNQ
https://visualdisplacementbrazil2013.wordpress.com/2014/04/01/an-understanding-of-habermas-and-the-public-sphere/
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Huge, Rebecca Border Sietman, and Tiffany Thomson, 2007, The Role of Communication in Public Opinion 
Processes: Understanding the Impacts of Intrapersonal, Media, and Social Filters in International Journal 
of Public Opinion Research 19(3) · July 2009, DOI: 10.1093/ijpor/edm014 
 
Public Opinion. (n.d.) In Wikipedia. Retrieved March 18, 2020, from Wikipedia   
 

Text + Infography Screen 2.2.3 

 

TITLE: Communication and public opinion. 

 

TEXT: 

https://courses.lumenlearning.com/boundless-politicalscience/chapter/public-opinion/
http://digitalcommons.unl.edu/sociologyfacpub/244
http://en.wikipedia.org/wiki/Public_opinion
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Communication has received less attention as a central variable of the public opinion process. Figure 2 

presents the conceptualization of the public opinion process, with communication as a driving force 

behind the model, as was conceptualized in Hoffmann et al. (2007).  

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.2.3/ 

 

TEXT BELOW THE INFOGRAPHY: 

A model of public opinion process with communication as a driving force (Source: Hoffmann et al., 2007, 

291) 

 

TEXT: 

Each of the components has the potential to influence public opinion, operationalized as the expression 

of opinions around a focusing event, thus the model focuses on three sources of influence:  

• the central role of predispositions and interests (i.e., ‘intrapersonal filters’); 

• the vital function of the media as disseminators of public opinion and issue specific information 
(i.e., ‘media filters’);  

• the importance of interpersonal political discussion in giving an issue momentum and 
strengthening opinion, as well as supplying additional relevant information (i.e., ‘social filters’). 
(Hoffmann et al., 2007, 289) 

 

METHODOLOGY AND RESOURCES: 

Lindsay H. Hoffman, Carroll J. Glynn, Michael E. Huge, Rebecca Border Sietman, and Tiffany Thomson, 
2007, The Role of Communication in Public Opinion Processes: Understanding the Impacts of 
Intrapersonal, Media, and Social Filters in International Journal of Public Opinion Research 19(3) · July 
2009, DOI: 10.1093/ijpor/edm014 

 
Text + Infography Screen 2.2.4 

 

TITLE: Opinion and news media 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.2.3/
https://academic.oup.com/ijpor/article-abstract/19/3/287/727522?redirectedFrom=fulltext
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TEXT: 

The public sphere is an arena strictly set aside for public deliberation.  In today’s digital society, the rise 
of social media such as Twitter and Facebook have resulted in increased public discussions on various 
political issues. So, it can be argued that opportunity and access to voice your political opinion and reach 
thousands of people via microblogs, blogs, or other social media participation is enhancing the 
participatory democracy and freedom in public sphere. (See more on Today, as citizens unite for a cause 
on the Internet, it seems as though a new arena for public debate and discourse has been realized. 
Further, it appears that engagement with journalism is changing. In these countries where newspapers, 
magazines, and independent television stations are not permitted to exist it appears an especially active 
and engaged online population emerges. One who’s actions will transcend the blogosphere and engage a 
populace beyond that of cyberspace. Recently, we saw internet-planned revolutions take to the streets in 
Chisinau, Moldova, Iran, Georgia, and Ukraine. Thus, different media can be used for diverse public 
opinion(s) purpose: television, newspaper, radio, social networking sites, face-to-face communication as 
we can see in figure 4 

 

INFOGRAPHY: 

https://create.piktochart.com/assets/embedding/embed.js  

 

TEXT BELOW THE INFOGRAPHY: Different media can be used for diverse public opinion(s). Source: the 

evolution of revolution 

 

METHODOLOGY AND RESOURCES 

Paula Miller, What Habermas do? March 2010, available on the evolution of revolution  
 
October 28, 2017November 15, 2017 Rucha, Rampages  
 
Introduction to Sociology. (2016). Castells and the Network Society. YouTube, available on Youtube  

 

https://rampages.us/meraki/2017/10/28/habermas-and-castells-on-networks-and-public-sphere/)
https://rampages.us/meraki/2017/10/28/habermas-and-castells-on-networks-and-public-sphere/)
https://create.piktochart.com/assets/embedding/embed.js
https://theevolutionofrevolution.wordpress.com/tag/jurgen-habermas/
https://theevolutionofrevolution.wordpress.com/tag/jurgen-habermas/
https://theevolutionofrevolution.wordpress.com/tag/jurgen-habermas/
https://rampages.us/meraki/2017/10/28/habermas-and-castells-on-networks-and-public-sphere.
https://www.youtube.com/watch?v=tLF5J8Y5zyg
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Subsection 2.3. Strategic planning of communication, 

Publics/stakeholders analysis, RACE/ROPE Process, Communication 

tactics 

Video Motion Graphics Screen 2.3.1. 

 

TITLE:  

Strategic communication as a process and strategic planning of communication 

 

CONTENT:  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.3.1  

 

METHODOLOGY AND RESOURCES: 

Arcos, Rubén (2016). “Public relations strategic intelligence: Intelligence analysis, communication and 

influence,” Public Relations Review 42 (2016): 264–270. 

Botan, Carl (2009). “Grand Strategy, Strategy, and Tactics in Public Relations,” in Public Relations Theory 

II, edited by Carl Botan and Vincent Hazleton (Lawrence Erlbaum Associates): 223-248. 

Broom, Glen. M., & Sha, Bey-Ling. (2013). Cutlip and Center’s effective public relations (11th, ed.). Upper 

Saddle River, NJ: Pearson. 

Cutlip, Scott. M., & Center, Allen. H. (1964). Effective public relations (3rd. ed.). Englewood Cliffs, NJ: 

Prentice-Hall.  

Farwell, James P. (2012). Persuasion and power: the art of strategic communication. Washington DC: 

Georgetown University Press. 

Fleisher, Craig. S. and Bensoussan, Babette. E. (2003). Strategic and competitive intelligence analysis: 

methods and techniques for analyzing business competition. UpperSaddle River, NJ: Pearson. 

Freeman, R. Edward (1984). Strategic management: a stakeholder approach. Marshfield, MA: Pitman 

Publishing. 

Glynn, Carroll; Herbst, Susan; Lindeman, Mark; O’Keefe, Garrett; Saphiro, Robert Y. (2016). Public Opinion, 

Third edition. Boulder: Westview Press. 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.3.1
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Gregory, Anne (2004). Planning and Managing Public Relations Campaigns. Second edition. London: Kogan 

Page. 

Grunig, James E. and Hunt, Todd (2003) [1984]. Dirección de relaciones públicas, Edición adaptada de Jordi 

Xifra. Barcelona: Gestión 2000. 

Dozier, David M. and Ehling, William P. (2008). “Programs: what the literature tells us about effects,” in 

Excellence in public relations and communication management, edited by James E. Grunig with David M. 

Dozier et al. (New York: Routledge Communication Series): 159-183. Kindle edition  

NATO (2011). NATO Military Public Affairs Policy (MC 0457/2, February 2011).  

Paul, Christopher (2011). Strategic communication: Origins, concepts, and current debates. Santa Barbara. 

CA: Praeger. 

PRSA Universal Accreditation Board (2018). Study Guide for the Examination for Accreditation in Public 

Relations, Fifth Edition.  

Smith, Ronald D. (2017). Strategic Planning for Public Relations, Fifth Edition. New York: Routledge. 

Wilcox, Dennis L.; Cameron, Glen T.; Xifra, J. (2012). Relaciones públicas: estrategias y tácticas, 10 Edición. 

Madrid: Pearson.   

 

Text + Illustrative Image Screen 2.3.2 

 
TITLE: Stakeholder view of firm 
 

TEXT: 

Analyzing your stakeholders/publics is essential in information and influence campaigns Organizations, 

including government departments, institutions, companies, international organizations, and non-

governmental organizations have stakeholders: “groups and individuals who can affect, or are affected 

by, the achievement of an organization’s mission” (Freeman 1984: 52). Stakeholders hold “stakes,” 

something of value that others want or need (Heath and Coombs 2006: 79). Stakes then connect those 

individuals or groups with the organization, and can be tangible (e.g., funds) or intangible (e.g., support). 

(Coombs and Holladay 2007: 24). Stakeholders also have interest in an issue or concern, being “cognitively 

involved to obtain, review, think about, and formulate attitudes and behavioral intentions about the 

matter.” (Heath and Palenchar 2009: 16). Stakeholders and stakeseekers (those who want the stake held 

by others) are categories or roles exerted in relationships of influence. Consequently, the value of a 

particular stake will determine the ability of stakeholders to influence organizations’ decisions and 
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performance. Obviously, differences exist among various kinds of stakeholders since not all of them have 

equal degrees of power or legitimacy, and significant conflicts of interest may exist. 

With regard to firms, generic stakeholders include employees, customers, suppliers, government, media, 

activist groups, and others. Consumers seek the product or service provided by a company and hold the 

resources to obtain it, thereby establishing a stake-exchange relationship on both sides. But consumers 

also can make the decision to not purchase that company’s product or service if, for instance, a perception 

of physical insecurity about it exists, or if dissatisfied customers make negative word-of-mouth comments, 

that then negatively affect the company’s objectives. Regarding governmental agencies, the main purpose 

of a public organization is the creation of public value “through meeting the organization’s mandates and 

fulfilling its mission” as a result of producing decisions and actions that satisfy a set of functions (Bryson 

2006). As Hal Rainey has asserted, “public agencies are born of and live by the satisfaction of interests 

that are sufficiently influential to maintain the agencies’ political legitimacy and the resources that come 

with it.” (Rainey 2009:  Pos.7684). 

As noted by Ackerman and Eden, “those stakeholders that are influenced by, and can influence, a large 

number of others become key stakeholders to monitor,” coalitions can be built with stakeholders sharing 

similar interest (2011: 236).  

Communication techniques can be used to inform and influence publics/stakeholders. Preferably, 
“communication processes with stakeholders must be two-way” (Freeman 1984: 167). 

 

METHODOLOGY AND RESOURCES: 

Paragraph on the methodology and resources (videos, texts, infographics...) of the subsection   

References and literature 

Ackermann, Fran and Eden, Colin (2011). Making Strategy: mapping out strategic success. Kindle edition. 

Thousand Oaks: SAGE Publications.  

Arcos, Rubén (2013). “Academics as Strategic Stakeholders of Intelligence Organizations: A View from 

Spain,” International Journal of Intelligence and Counterintelligence, 26:2, 332-346, DOI: 

10.1080/08850607.2013.757997  

Bryson, John M. (2003). “What To Do When Stakeholders Matter: A Guide to Stakeholder Identification 

and Analysis Techniques,” Paper presented at the National Public Management Research Conference, 9–

11 October 2003, The Georgetown University Public Policy Institute, Washington, D.C., Available at: 

Citeseerx  

Coombs, W. Timothy and Holladay, Sherry J.  (2007). It’s Not Just PR: Public Relations in Society. Singapore: 

Blackwell.  

https://www.tandfonline.com/doi/abs/10.1080/08850607.2013.757997
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.514.2874&rep=rep1&type=pdf
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Fleisher, Craig. S. and Bensoussan, Babette. E. (2003). Strategic and competitive intelligence analysis: 

methods and techniques for analyzing business competition. UpperSaddle River, NJ: Pearson. 

Freeman, R. Edward (1984). Strategic management: a stakeholder approach. Marshfield, MA: Pitman 

Publishing. 

Heath, Robert L. and W. Timothy Coombs (2006). Today’s Public Relations: An Introduction. Thousand 

Oaks: Sage.  

Heath, Robert L. and Palenchar, Michael J. (2009). Strategic Issues Management: Organizations and Public 

Policy Challenges, 2nd edition. Thousand Oaks: Sage, 2009.  

Rainey, Hal G. (2009). Understanding and Managing Public Organizations, 4th edition. Kindle. San 

Francisco: Jossey-Bass. 

 

Text + Infography Screen 2.3.3 

 

TITLE: Stakeholder analysis technique 

 

TEXT: 

Stakeholder analysis can assist decision-making and is an important tool for the strategic planning of 

strategic communication campaigns. Fleisher and Bensoussan (2003) have described the following steps 

for analyzing stakeholders, which in practice involves answering to the following questions: 

1. Who are the stakeholders of the organization? (Identification of generic and specific 
stakeholders) 

2. What are their stakes in relation to the organization? (single/multiple; social/economic; 
symbolic; local/national/international) 

3. What opportunities, challenges, and risks do the stakeholders present? 

4. What strategies and actions should be taken? 

 

TABLE: 
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Stakeholder 
Interests 

or 
needs 

Impact of 
our 

initiative 
(+ or -) 

Relative 
Degree 

of 
interest 
(0-10) 

Relative 
Degree of 
Influence 
(power) 

Strengths Weaknesses 

1.       

2.       

3.       

#       
 

TEXT BELOW THE TABLE: Source: Adapted from Fleisher and Bensoussan (2003: 303) 

TEXT: 

Power/Interest grids and influence diagrams can be used to provide an analytical visualization of the 

stakeholders and their influence relationships (Bryson 2003). As explained by Bryson (2003) four different 

categories of stakeholders are represented in Power/Interest grids: “players who have both an interest 

and significant power; subjects who have an interest but little power; context setters who have power but 

little direct interest; and the crowd which consists of stakeholders with little interest or power” (p. 14). 

From the resulting power/interest grid, lines are drawn (from stakeholders to other stakeholders 

suggesting the direction of the influence (Ibid.) 

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/2.3.3/  

 

TEXT BELOW THE INFOGRAPHY: Power/Interest grid. Adapted from Bryson (2003: 42) based on Eden 

and Ackermann (1998). 

 

METHODOLOGY AND RESOURCES: 

Bryson, John M. (2003). “What To Do When Stakeholders Matter: A Guide to Stakeholder Identification 

and Analysis Techniques,” Paper presented at the National Public Management Research Conference, 9–

11 October 2003, The Georgetown University Public Policy Institute, Washington, D.C., Available at: 

Citeserrx  

Fleisher, Craig. S. and Bensoussan, Babette. E. (2003). Strategic and competitive intelligence analysis: 

methods and techniques for analyzing business competition. UpperSaddle River, NJ: Pearson. 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/2.3.3/
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.514.2874&rep=rep1&type=pdf
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Subsection 2.4. Evaluation of the topic  

Text Orientations Screen 2.4.1.  

 

TITLE: 

Evaluation section 2  

 

TEXT: 

This section started by providing a solid understanding of strategic communication as a specialized 

process usually applied in countering disinformation and propaganda. It examined the nature of strategic 

communication, which is defined as the purposeful use of communication by an organization - 

corporations, but also not-for-profit organizations (including advocacy and activist groups) and 

government. Hence, the key-concept related to strategic communication is “engaging in purposeful 

communication” with an emphasis on strategy as well as on holistic understanding of communication. In 

addition, it explored the impact of strategic communication in times of “information war” and its 

principles and practical implications. In close relation to the models of communication based on strategic 

communication, this section also offered practical clarifications to several inter-related concepts that have 

been intensively and sometimes interchangeably used in the recent years: public, public opinion, media 

and information. Besides the theoretical approaches provided for these concepts, this section explored 

the impact of media as relevant actors in the process of shaping of citizens’ opinion(s): 

- The media have played an important role in educating people on matters of public interest in 
general. 

- Media can make significant contributions to information flows and play an agenda-setting 
role. 

- Media can promote a model of ‘shared responsibility’, in which citizens are encouraged to 
play an active role in the production and sharing of information, this being mainly seen within 
the last years via social media. 

- The role of the news media has shifted from gatekeeping to gate watching, whereby they 
publicize and share relevant news content rather than focus solely on its production. 

- Social media can also facilitate multi-directional information flows. 
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In a nutshell, for centuries, media has developed a considerable power over societies and different 

groups, regardless of their education, wealth or status, influencing people’s thoughts, perceptions, or 

actions, and therefore shaping public opinion(s). In addition, in the last decade, the way information 

and communication technologies have evolved, and the way people use them deeply change our 

means of communication and public opinion(s).  

 

Text + Illustrative Image Screen 2.4.3.  

 

Title: Strategic Communication and public options 

 

Multimedia Content:  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.4.3/ 

 

Methodology and Resources:  

Christopher, P. 2011. Strategic Communication Origins, Concepts, and Current Debates, Praeger, chapter 

1 (1-17). 

Freeman, R. Edward (1984). Strategic management: a stakeholder approach. Marshfield, MA: Pitman 

Publishing. 

Glynn, Carroll; Herbst, Susan; Lindeman, Mark; O’Keefe, Garrett; Saphiro, Robert Y. (2016). Public Opinion, 

Third edition. Boulder: Westview Press. 

Hallahan, K., D. Holtzhausen, B. van Ruler, D. Vercic, and K. Sriramesh. 2007. Defining strategic 

communication. International Journal of Strategic Communication 1:3–35. 

 

 

 

 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/2.4.3/
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Subsection 3.1. Propaganda and disinformation in historical perspective 

Interactive Timeline Screen 3.1.1. 

 

TITLE:  

Propaganda and disinformation: past and present 
 
Timeline:  
 
https://cdn.knightlab.com/libs/timeline3/latest/embed/index.html?source=1RZQNGc6JiTZxOi9GM00S9
u1P3OsX6KXnBC98qAYV_eo&font=Default&lang=en&initial_zoom=2&height=650"></iframe>  
 
Text + Illustrative Image Screen 3.1.3 

 
TITLE: Harvest of the soldiers 
 

TEXT: 

Islamic State has a clearly defined strategy to manipulate the Western media to serve its propaganda 
objectives. It seeks to enlist the media to help it disseminate its key messages. Islamic State’s media effort 
has a number of aims that target both sympathetic and hostile audiences. One goal is to recruit 
supporters. A second goal is to generate fear among its opponents, which has very specific advantages on 
the battlefield. A third goal is to assert its legitimacy and gain acceptance of its status as a state. (Williams, 
2016) Another category of propaganda videos and infographic focuses on Islamic State’s achievements on 
the battlefield and presents an exaggerated sense of its strength and success. (Williams, 2016) On the 
occasion of the new Hijri year, ISIS’s Al-Naba’ weekly published a summary of the organization’s terrorist 
activity over the past year. According to the infographic that was published, ISIS carried out 3,665 attacks 
worldwide during the year, killing and wounding 15,845 people.  
 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.1.3/  
 

TEXT BELOW THE INFOGRAPHY: Infographic summarizing ISIS’s terrorist activity over the past year (Al-
Naba’, September 5, 2019). Source: Twitter and terrorism-info   
 

METHODOLOGY AND RESOURCES: 

Twitter 

https://cdn.knightlab.com/libs/timeline3/latest/embed/index.html?source=1RZQNGc6JiTZxOi9GM00S9u1P3OsX6KXnBC98qAYV_eo&font=Default&lang=en&initial_zoom=2&height=650%22%3e%3c/iframe
https://cdn.knightlab.com/libs/timeline3/latest/embed/index.html?source=1RZQNGc6JiTZxOi9GM00S9u1P3OsX6KXnBC98qAYV_eo&font=Default&lang=en&initial_zoom=2&height=650%22%3e%3c/iframe
https://www.terrorism-info.org.il/app/uploads/2019/09/E_204_19.pdf
https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.1.3/
https://twitter.com/jihadoscope/status/1169719911175921664
https://twitter.com/jihadoscope/status/1169719911175921664
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Terrorism-info 

 
Williams, Lauren, (February 29, 2016), Islamic State propaganda and the mainstream media, accessible 
on-line on Files.ethz  
 

Text + Infography Screen 3.1.4 

 
TITLE: Digital Platforms Used for disinformation operations 
 

TEXT: 

Organised state-sponsored disinformation campaigns have become an important tool of hybrid warfare 
weakening the institutional framework of the European Union and NATO. The use of social and non-
traditional media is also an integral part of the Russian and Chines propaganda machines. Here, too, the 
internet and social media have played a distinctive role. We can see the advantages of the use of new 
media in disinformation war in the table below.  The Russian and Chinese troll armies, interacting directly 
with readerships in a range of forums including online discussion boards, Twitter and more, has acted as 
a force multiplier for driving home the pro-Russian/pro-China message, especially by diverting or 
suppressing any debate that has sought to highlight the inconsistencies or implausibility of the state 
sponsor version of events. (Giles, March 2016) Moreover, simple acts of liking and sharing content can 
result in viral dissemination of information of all kinds. Liking and sharing itself would not be a problem if 
all the information were verified and fact checked. According to experts in communication, the real 
problem lies in the dissemination of manipulated, incomplete or utterly false information. 
 
 
INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.1.4   

 
TEXT BELOW THE INFOGRAPHY: Digital platforms used for disinformation operations. Source: Europarl  
 

METHODOLOGY AND RESOURCES: 

 
Giles, Keir, (March 2016), Russia’s ‘New’ Tools for Confronting the West. Continuity and Innovation in 

Moscow’s Exercise of Power, p. 35, retrieved from Chathamhouse   

Bayer, Judit, Bitiukova, Natalija, Bárd, Petra, Szakács, Judit, Alemanno, Alberto, Uszkiewicz, Erik, 

(February 2019), Disinformation and propaganda – impact on the functioning of the rule of law in the EU 

and its Member States, Directorate General for Internal Policies of the Union, accessible on Europarl  

https://www.terrorism-info.org.il/app/uploads/2019/09/E_204_19.pdf
https://www.files.ethz.ch/isn/196198/islamic-state-propaganda-western-media_0.pdf
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.1.4
http://www.europarl.europa.eu/RegData/etudes/STUD/2019/608864/IPOL_STU(2019)608864_EN.pdf
https://www.chathamhouse.org/sites/default/files/publications/2016-03-russia-new-tools-giles.pdf
http://www.europarl.europa.eu/RegData/etudes/STUD/2019/608864/IPOL_STU(2019)608864_EN.pdf
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Subsection 3.2. Ethics and journalism for countering 

disinformation/misinformation 

Interactive Video (Interview). Screen 3.2.1. 

 

TITLE:  

Experts views on disinformation: failed messages, fake news and ethical aspects. 

 

MULTIMEDIA IDEO: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.2.1  

 

Text + Infography. Screen 3.2.3. 

 
TITLE: Ethics vs. Disinformation 
 

TEXT:  

The ethical message and disinformation are undoubtedly two interconnected phenomena. This means 

not only that an ethical message does not disinform but also, in a related way, that when disinformation 

is dispersed, the messages are not ethical. This two-way relation is crucial in 21st century, as the 

domination of Internet and the progressively increasing access in many sources of information contributes 

to the fast spread of News and Fake news. Internet is a fertile ground for spreading fake news as there is 

no third party to check the truthfulness of the content. What the Society has to do is to get informed 

about the principles of the ethical message in order to be able to detect disinformation, which can affect 

someone’s views and attitude. The phrases above that came from experts in the field (journalists and 

professors of Communication) describe the core principles of ethical message. Keep them in mind when 

you read something! 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.2.1
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INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.2.3/  

 

METHODOLOGY AND RESOURCES: 

The development of this subsection was based on the question 3 (see above). The phrases were derived 

by the experts mostly as quotes though some were rephrased in order to be more attractive and feasible 

in the video format.  

 

Text + Infography. Screen 3.2.4. 

 
TITLE: When our message is failed, we may reinforce disinformation 
 

TEXT:  

The professionals of Communication and the public must be aware that every detail plays a part in the 

context of Communication and the way the public receives the news. It is important the message to be 

clearly written to avoid the phenomenon of misunderstanding. Though, we must keep in mind that 

sometimes a fake information could be much more relevant to the public in terms of the simplification 

and the attractiveness of the message. Moreover, pay attention to the Headlines! Sometimes they have 

been created for “clickbait”, meaning that they catch readers’ attention and make them click on the fake 

news. More clicks mean much more profit!  

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.2.4/  

 

METHODOLOGY AND RESOURCES: 

The development of this subsection was based on the question 1 and 3 (see above). The phrases were 

derived by the experts mostly as quotes though some were rephrased in order to be more attractive and 

feasible in the video format. 

 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.2.3/
https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.2.4/
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Subsection 3.3. Covert influence and the challenge of attribution. 

Communication-led covert actions. Plausible deniability. To what extent 

is attribution possible? 

Interactive List. Screen 3.3.1. 

 

TITLE:  

Concealing identities and misleading the nature of communication: the grayscale of deniability 

 

TEXT: 

Recently we have witnessed the evolution of disinformation strategies from randomly sharing conspiracy 
or made-up stories, into a more complex ecosystem where information is manipulated by using a mix of 
emotionality and rationality and narratives are used to feed people with emotionally charged true and 
false information aimed at destroying social cohesion, manipulate relationships and create isolation, both 
online and offline. Complex data-driven disinformation and propaganda operations are performed as to 
replace aspirations with anger born from confusion and despair, to sow distrust and to distort or 
representations and understanding of reality via hostile narratives, ready to be “weaponised” for specific 
goals: 

“Manipulated information, using a mix of emotionality and rationality, has recently become so 

pervasive and powerful to the extent of rewriting reality, when spread in an environment where 

the narration of facts (true, partial or false) counts more than the facts themselves” (Flore et al., 

2019).  

The potential success of these operations is highly dependent on the capacity to conceal identities and 

to mislead the individual users regarding the nature of the communication in which they are engaging. 

Such a fraudulent activity is mixed with active user participation through sharing and liking – this blend 

creates a sense of uncontrollable anarchy for potential supervisors and legislators. 

Although the recent technological developments have been a significant game changer, this is not 
something new. For hundreds of years, states have sought to intervene in the affairs of others in a 
deniable manner (Cormac, Aldrich, 2018). Since the professionalization of intelligence services in the 
aftermath of the Second World War, this behavior has become known as covert action: commonly 
understood as activity to influence events in a plausibly deniable manner. Traditionally, covert actions 
include the activities of a government to influence political, economic, or military conditions abroad, 
where it is intended that the role of the initiator will not be apparent or acknowledged publicly. While 
covert action encompassed a broad spectrum of activities, propaganda and disinformation have always 
very useful tolls to covertly disseminate specific information to advance foreign policy goals. 

https://warontherocks.com/2016/11/trolling-for-trump-how-russia-is-trying-to-destroy-our-democracy/
javascript:;
javascript:;
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However, due to changes in technology and the media, currently both state and non-state actors can use 
social media to employ time-tested propaganda techniques to yield far-reaching results. Thus, “the 
democratization of hybrid warfare is further blurring the lines between state and non-state actors, giving 
states increased deniability in the murky world of accountability and international scrutiny” (Bjola, 
Pamment, 117).  
The concept of “plausible deniability” is central to understandings of covert action both academically and 
in practice. Covert action is multidimensional, with varying audiences and degrees of exposure. 
Paradoxically, in many cases, the target is aware of the perpetrator as quite often the effectiveness of 
covert action depends on this awareness to achieve a degree of coercion that lies somewhere between 
diplomacy and conventional force. 
We live in an era of ambiguous warfare which does not spell Bjola, Pamment the end of covert action, on 

the contrary. By creating multiple levels of attribution or “grayscale of deniability” (Helmus et al. 2018, 

11) to, players at the level of covert attribution produce and circulate exploitable content, add fear-

mongering commentary to and amplify content produced by others and supply exploitable content to 

data dump websites.  

For example, the Kremlin has built a complex production and dissemination apparatus that integrates 

actors at varying levels of attribution to enable large-scale and complex information operations: 

 

MULTIMEDIA CONTENT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.3.1  

 

TEXT BELOW THE MULTIMEDIA CONTENT: 

The challenge of attribution (Weisburd, Watts, and Berger, 2016) 

 

TEXT: 

Meanwhile, hackers deface websites, execute denial of service attacks, and extract secrets to feed content 

production (Weisburd, Watts, and Berger, 2016).  

Attribution in online disinformation campaigns is complicated, therefore it is not entirely possible to 

define the source, the funding of the disinformation campaign or whether it had a domestic or 

international effect. Moreover, the question of attribution is one of the most problematic areas: if a state 

denies responsibility in a cyber activity, attribution of the attack to the (suspected) state is close to 

impossible.  

 

Text + Infography. Screen 3.3.3. 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.3.1
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TITLE: 

The complicated “attribution” problem  

 

TEXT: 

1. Without the ability to identify an attacker, effectively responding is hard.  

2. Obtaining complete certainty concerning the source of an attack is often difficult in the cyber realm; 
traces can be wiped quite effectively, or even be manipulated, seemingly pointing to an innocent third 
party.  

a. Examples of such false flag operations are the cyber-attack on the French broadcaster TV5 in 
2015 and on the opening ceremony of the Olympic Games in 2018. 

3. This complication entails the risk that any means of retaliation may subsequently appear to have been 
targeted at an innocent party. Moreover, detailed investigations into the attack may take so much 
time that the ‘momentum’ for an effective response may have already passed – ideally, an attacker is 
retaliated against immediately, and not after several months. 

4. In the past few years, the technical possibilities of cyber forensics have developed rapidly, and 
indisputable attribution seems to become increasingly feasible. Nevertheless, even if compelling 
evidence on the cyber-attacker is found by investigators, it may not always be possible to bring this 
into the open without harming the future use of the intelligence instruments that were used. 
Especially if the accused party publicly denies any involvement (for example, claiming that the 
accusation is completely false or that it must have been a false-flag operation), retaliating without 
making public detailed evidence may risk an escalation as well as international condemnation of the 
retaliatory action. 

 

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.3.3/  

 
Text + Ilustrative Image. Screen 3.3.4. 

 

TITLE: Russia´s Social Influence Media Operations 

 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.3.3/
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INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.4/  

TEXT BELOW THE INFOGRAPHY: Source: C. Watts (Foreign Policy Research Institute, Alliance For 

Securing Democracy, Center For Cyber & Homeland Security) 

 

TEXT: 

According to C. Watts, the success of Russian cyber-enabled social media disinformation operations is 

due to the fact that its operations focus on ”state-to-state, party-to-party, and people-to-people 

approaches”: 

✓ whereas the United States and its Western allies predominately seek to engage in state-to-state 
communication, Russia inverts this pyramid, zeroing in on people-to-people strategies via social 
media personas, both true and false, that connect directly with Western target audiences; 

✓ traditional Soviet party-to-party approaches focused on communist political parties abroad, but 
today the Kremlin instead focuses on issue groups where Russia can find common ground with 
their adversaries; 

✓ the Russian Orthodox Church, gun advocacy groups, motorcycle clubs, or anti-immigration 
research outlets all offer appealing avenues for the Kremlin to gain a physical and virtual foothold 
in the West; 

✓ Russia’s state-to-state approaches in many ways trail rather than lead active measures, 
reinforcing successes in party and people outreach by confirming narratives and conspiracies 
appealing to the foreign audience they seek to win over. 

In summary, Russia is “end state driven” (Watts, 2018), not organizationally driven in the way the Western 

countries organize their public diplomacy, information operations, and psychological operations. 

 

RESOURCES AND LITERATURE 

Disinformation and propaganda – impact on the functioning of the rule of law in the EU and its Member 

States, European Parliament's Committee on Civil Liberties, Justice and Home Affairs, 2019, European 

Union, 2019, available on the internet at: Europarl  

Clint Watts, Russia’s Active Measures Architecture: Task and Purpose, 2018, Alliance for Securing 

Democracy, available on the internet at: Securing democracy  

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/3.4/
http://intellit.muskingum.edu/russia_folder/pcw_era/index.htm#Contents
http://www.europarl.europa.eu/supporting-analyses
https://securingdemocracy.gmfus.org/russias-active-measures-architecture-task-and-purpose/
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Corneliu Bjola, James Pamment (Eds.), Countering Online Propaganda and Extremism. The Dark Side of 

Digital Diplomacy, Routledge, 2018 

Massimo Flore, Alexandra Balahur, Aldo Podavini, Marco Verile, Understanding Citizens' Vulnerabilities to 

Disinformation and Data-Driven Propaganda, EUR 29741 EN, Publications Office of the European Union, 

Luxembourg, 2019, ISBN 978-92-76-03320-2, doi: 10.2760/919835, JRC116009. 

Rory Cormac, Richard J. Aldrich, “Grey is the new black: covert action and implausible deniability”, 

International Affairs, Volume 94, Issue 3, May 2018, Pages 477–494, https://doi.org/10.1093/ia/iiy067 

Weisburd, Andrew, Clint Watts, and J. M. Berger, “Trolling for Trump: How Russia Is Trying to Destroy Our 

Democracy,” War on the Rocks, November 6, 2016. As of November 8, 2017: Waron the rocks  

 

Subsection 3.4. Evaluation of the section.  

Text Orientations. Screen 3.4.1.  

 

TITLE: Evaluation section 3 

 

TEXT: 

The Council of the European Union in its 3739th meeting of 10 December 2019, concluded that both a 

“comprehensive whole-of-government,” and also a “whole-of-society approach to security is necessary 

to address hybrid threats”. Related to this, the Council recognized “the importance of and the role played 

by civil society, academia and the private sector in addressing disinformation and in building resilience.” 

This section started by providing an historical perspective to disinformation and propaganda; old 

phenomena and activities employed through history by state and non-state actors, such as terrorist 

organizations, to achieve political and military goals and objectives, and always influenced by 

technological developments and the appearance of new media, from the printing press to the Internet 

and social media, affecting human communications.  

Secondly, the section explored the role of principled journalism in countering disinformation and 

avoiding misinformation, through experts’ views on failed messages, fake news, and journalism ethics. 

Finally, the section delves into covert influence and the challenges of attribution in online disinformation 

campaigns, exploring the concepts of concealment and plausible deniability and strategies employed by 

covert sponsors in disinformation campaigns, such as disseminating conspiracy theories or feeding the 

cyberspace with a mixture of emotionally charged true and false information aimed at destroying social 

cohesion, manipulate relationships and create isolation, both online and offline. It provides tools like the 

https://www.routledge.com/products/search?author=Corneliu%20Bjola
https://www.routledge.com/products/search?author=James%20Pamment
https://doi.org/10.1093/ia/iiy067
https://warontherocks.com/2016/11/%20trolling-for-trump-how-russia-is-trying-to-destroy-our-democracy/
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grayscale of deniability for understanding the set of players and channels involved in complex information 

influencing operations.   

 

Text + Illustrative Image. Screen 3.4.3.  

 

CONTENT:  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.4.3/ 
 

FURTHER READING 

Cherilyn Ireton and Julie Posetti (eds.), Journalism, fake news and disinformation: handbook for journalism 

education and training. UNESCO, 2018. Available at:  UNESCO 

Corneliu Bjola, James Pamment (Eds.), Countering Online Propaganda and Extremism. The Dark Side of 

Digital Diplomacy, Routledge, 2018 

Rory Cormac, Richard J. Aldrich, “Grey is the new black: covert action and implausible deniability”, 

International Affairs, Volume 94, Issue 3, May 2018, Pages 477–494,  

Todd C. Helmus, Elizabeth Bodine-Baron, Andrew Radin, Madeline Magnuson, Joshua Mendelsohn, 

William Marcellino, Andriy Bega, and Zev Winkelman, Russian Social Media Influence: Understanding 

Russian Propaganda in Eastern Europe. Santa Monica, CA: RAND Corporation, 2018.  

Philip M. Taylor, Munitions of the mind: a history of propaganda from the ancient world to the present 

day, Manchester University Press, 2003.   

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/3.4.3/
https://en.unesco.org/sites/default/files/journalism_fake_news_disinformation_print_friendly_0_0.pdf
https://doi.org/10.1093/ia/iiy067
https://www.rand.org/pubs/research_reports/RR2237.html.
https://www.rand.org/pubs/research_reports/RR2237.html.
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Subsection 4.1. Evidence, judgement, and logical reasoning  

Interactive list Screen 4.1.1. 

 

TITLE:  

What is logical reasoning? 

 

MULTIMEDIA CONTENT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.1.1  

 

TEXT BELOW MULTIMEDIA CONTENT:  

Source: Fibonicci  

 

METHODOLOGY AND RESOURCES: 

Deductive Reasoning Test – Learn and Practise. Available at Job test prep  

Dowden, B. D. [2011] (2019). Logical Reasoning. Philosophy Department. California State University 

Sacramento. CA 95819 USA. Available at: CSUS  

Khaddaj, S., Bashroush, R. (September, 2011). Logical reasoning and decision making. Research Gate.     

DOI: 10.1109/CIS.2011.6169130.  

Logical reasoning. Available at: Fibonicci  

 

Text + Infography Screen 4.1.3 

 

TITLE: Principles of logical reasoning, judgement and types of evidence 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/4.1.3/  

 

TEXT:  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.1.1
https://www.fibonicci.com/logical-reasoning/
https://www.jobtestprep.co.uk/deductive-reasoning-test?idev_username=Fiboni-JTP
https://www.csus.edu/indiv/d/dowdenb/4/Logical-Reasoning.pdf
https://www.fibonicci.com/logical-reasoning/
https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/4.1.3/
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In order to avoid errors and fallacies in logical reasoning, a few principles can be followed. These are not 

to be considered as rules, but as pieces of advice (Dowden, B., D., 2011/ 2019): 

1. Conclusions must be based on reasons/ arguments; 

2. Offer reasons in accordance to your audience characteristics; 

3. The offered reasons should imply the conclusion; 

4. Base your arguments on relevant information; 

5. “Weigh the pros and cons”; 

6. Take into consideration the alternatives and their consequences, but also the probability that 
consequences could happen; 

7. Use your previous knowledge and common sense for your conclusions; 

8. Seek for a second opinion; 

9. Be consistent; 

10. “Stick to the subject”; 

11. Draw your conclusion only based of enough evidence. 

 

Evidence needs to be reliable, in order to accept the arguments. Different types of evidence can be 

invoked, in accordance to the type of situation (https://www.monash.edu/rlo/research-writing-

assignments/critical-thinking/reasoning): 

1. Reports: data, details, case studies, statistics, official reports; 

2. Experts’ opinions; 

3. Laws. 

 

METHODOLOGY AND RESOURCES: 

Dowden, B. D. [2011] (2019). Logical Reasoning. Philosophy Department. California State University 
Sacramento. CA 95819 USA. Available at: CSUS  
Reasoning. Monash University. Available at: Monash 

https://www.csus.edu/indiv/d/dowdenb/4/Logical-Reasoning.pdf
https://www.monash.edu/rlo/research-writing-assignments/critical-thinking/reasoning
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Text + Infography Screen 4.1.4 

 

TITLE: Identifying and avoiding logical fallacies 

 

TEXT: 

Logical fallacies are errors in logical reasoning. They can either be formal – when arguments are presented 

in an incorrect form, and just become nonsense, or informal – when the content of the arguments is 

incorrect (Ferrer, D. 2019). A discourse may encounter a series of informal fallacies, which communicators 

must be able to both identify (in communications) and avoid (in their communications): 

1. Ad hominem fallacy (lat: against the man) - using personal attack-language on the basis of 
personal aspects (e.g. gender, physical aspect, ethnicity etc.); 

2. Strawman argument - attacking an imaginary position; 

3. Appeal to ignorance (argumentum ad ignorantiam) – supporting exclusive claims with the same 
argument; 

4. False dilemma/ false dichotomy – considering only two options out of many possibilities; 

5. Slippery slope – using unlikely extreme future outcomes as argument for a present activity; 

6. Circular argument (petitio principii) – repeating an already assumed argument; 

7. Hasty generalization – general statement in lack of sufficient evidence; 

8. Red herring fallacy – distracting from the argument with an apparent relevant emotion; 

9. Tu quoque/ you too fallacy – turning the attention on others; 

10. Causal fallacy – using logical breakdowns for identifying a cause; 

11. Fallacy of sunk costs – continuing an activity because of the past efforts put into it, without 
analyzing future costs; 

12. Appeal to authority (argumentum ad verecundiam) – misusing authority; 

13. Equivocation (ambiguity) – using deliberately confusing elements; 
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14. Appeal to pity (argumentum ad misericordiam) – appealing to compassion, even if not relevant 
to the argument; 

15. Bandwagon fallacy – accepting an argument because others agree with it. (Ferrer, D. 2019) 

 
 

INFOGRAPHY:  
 
https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/4.1.4/  
 
TEXT BELOW THE INFOGRAPHY: Source: Propaganda critic  

 

Subsection 4.2. Information evaluation and verification 101: Source 

reliability, content credibility, audiovisual material checking. 

Interactive Video (Interview) Screen 4.2.1.  

 

TITLE:  

Experts’ views on information evaluation and verification: source reliability, content credibility and 

audiovisual material checking 

INTERACTIVE VIDEO: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.2.1  

 

Text + Infography Screen 4.2.3. 

 

TITLE: 

Five-Step Fact-Checking  

 

TEXT: 

Fact-checking is a basic process for evaluating and verifying information, which can be done in a rather 

simple way. Here are five questions to ask: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/4.1.4/
http://propagandacritic.com/previous-version-propaganda-critic/articles/lf.bl.html
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.2.1
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1. Can you identify the original source? (If not, don’t publish without a caveat) 

2. Can you verify the content?  

3. Does the information fit the context? (For example, is the information used in an appropriate way, 
or is there any important information missing?) 

4. Can you obtain permission to publish this information? (this is particularly important for user-
generated content, which might be copyright protected) 

5. Can you set out evidence for your reader? (citations and references, links to original sources) 

If you have answered yes to each of these questions, then it is a fact. Facts can be verified, proven, or 

demonstrated; if not, the information is just a claim. Opinions and claims cannot be fact-checked. 

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.2.3 

 

TEXT BELOW THE INFOGRAPHY: Source: Africa Check  

 
Text + Infography Screen 4.2.4. 

 

TITLE: TEXT BELOW THE INFOGRAPHY:  

Tips for video verification 

 

TEXT: 

• Identify and verify the original source of the content. 

• Try to find more than one sources of the same video. This will allow you to verify the sources; if 
necessary, ask questions about the video. 

• Use some of the existing databases for video verification. 

• Check very carefully the details of the person that has uploaded the video, with emphasis on the 
date of the upload. 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.2.3
https://africacheck.org/factsheets/guide-the-five-step-fact-check/
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• Try to identify if there are other accounts, especially on social media, with the uploader’s details; if 
there are, what information can you extract regarding the uploader’s location, reliability, and 
possible biases? 

• How long have the accounts affiliated with the uploader been active and with what kind of posts? 

 

INFOGRAPHY:  

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/images/4.2.4.jpg 

    

TEXT BELOW THE INFOGRAPHY: Source: Ground views   

 

Subsection 4.3. Disinformation/propaganda analysis: Identifying and 

exposing hostile information influencing.  

 

Vide oclass Screen 4.3.1. 

 

TITLE: Covert information warfare – busted! 

 

VIDEO: 4.3.1 Covert information warfare – busted! 

 

MEHODOLOGIES AND RESOURCES:  

EU vs. Dininsformation - exposes disinformation  

Stopfake - exposes disinformation 

VoxCheck Ukraine  -  exposes disinformation 

Data Commons  - which allows checking data cited in various articles by browsing datasets from scientific 

sources.   

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/images/4.2.4.jpg
https://groundviews.org/2018/05/25/infographic-video-verification/
https://euvsdisinfo.eu/
https://www.stopfake.org/
https://voxukraine.org/uk/category/proekti/voxcheck-uk/
https://www.datacommons.org/colab
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Schema.org - a collaborative community whose mission is to create, maintain, and promote schemas for 

structured data on the Internet, on web pages, in email messages, and beyond and that provides reviews 

from fact checkers. 

 

Text + Infography Screen 4.3.3 

 
TITLE: How to spot fake news? 
 

TEXT: 

Consider the source.  

The first thing we need to do when reading news is to check the source. Is it a reliable and well-established 

news agency or is it a site or blog with quasi-anonymous owner? Remember that the overall aim of 

propaganda is to obtain strategic advantages, political and financial capital brand and/or image promotion 

by presenting misleading information, giving partially true information that detour the real meaning of 

events, or simply fabricating ill-intended news. 

Check the author.  

Secondly, whenever reading either a piece of news or a complete article, we must carefully look for the 

name of the author. If it is anonymous, then we must treat the Information with caution. Equally relevant, 

articles signed by obscure individual or with names that resemble, yet slightly differ from the names of 

well reputed journalists should give us a hint to check further.  

Check the date. 

One of the most common tricks used by the propaganda machine is to roll in the (social) media same 

article dated years ago. This is also a practice of scandal and tabloid publications that use old pieces of 

news to re-circulate past errors, clickbaits, misleading headlines, and falsely sensational news. 

Check your cognitive biases. 

Propaganda and partisan discourse count on influencing readers’ perceptions by fading logic and 

appealing to strong emotions. It mostly encourages distorted, partial, uninformed, or prejudiced thinking. 

Most common biases are: 

• the alleged certainty, when superfluous arguments are given for which, something ought to be true. 

• circular reasoning, when one statement is used to validate another and vice-versa. 

http://schema.org/
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• the straw person argument, when an adversary’s point of view is misrepresented to be easier to 
counterattack. 

• the use of affective influence – when authority is granted based on likes, appeal etc.  

• use of time pressure – act now or loose forever! 

Read the whole article. 

Headlines can be utterly misleading so reading the entire article may prove extremely important for 

establishing the truth value of what is stated. Same is true for being able to spot logical fallacies and 

erroneous judgements professed by the author.  

Consult alternative sources. 

The fundamental question we must ask ourselves when reading a piece of news or a full article is whether 

there are any other sources of information on the topic. If so, can we find similarities and/or differences? 

This should shed light on propaganda and disinformation.  

Is it a joke? 

That might be one of the most important questions, as many readers may fall gullible to utter jokes made 

on blogs, sites and journals specialised in humoristic and satire writings.  

Consult the experts.  

When in doubt, please remember to use fact checking platforms to clear the fog. 

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/4.3.3    

TEXT BELOW THE INFOGRAPHY: Source: Ifla  

 
Text + Infography Screen 4.3.4 

 

TITLE: How to fight fake news? 

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.3.4 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/4.3.3
https://www.ifla.org/node/11175
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.3.4
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TEXT: 

Expose information. 

• What is implied beyond the presentation of facts? 

• Which implications are emphasized, and which are given less or no attention? 

Factcheck the source 

• Where has the story originated? Which site? 

• How credible is the primary source? 

• Who took it over and how it got into the mainstream media? 

Factcheck the content  

• Can data be checked? Are they true? Are they plausible? 

• Can facts be checked from other sources? Are they true?  

• Examples: EU vs. Dininsformation  - exposes disinformation, Stopfake - exposes disinformation, Data 
Commons    

Use of plug-ins 

Remember that plug-ins, like FakesKiller, help not only detecting content of propaganda and 

disinformation operations, but also aims to bring fact checkers together, uses content produced only by 

verified and well-established fact checkers, provides them a platform to expose fake fact checking 

organizations. 

Encourage social media.  

Involve social media platforms and tech companies to take consistent action to timely identify and ban 

disinformation spreading accounts.  

Build grassroots citizen defense. 

There are several tools that allow citizens better their skills in self-protection against disinformation 

operations. These include videogames, platforms developed to detect and track trollbots, collaborative 

checking, gamified formats that build skills in identifying false Information, digital image forensics tools 

that allow for clone detection. 

https://euvsdisinfo.eu/
https://www.stopfake.org/
https://www.datacommons.org/colab
https://www.datacommons.org/colab
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Subsection 4.4. Evaluation of the topic  

Text Orientations Screen 4.4.1.  

 

TITLE: 

Evaluatiom section 4 

 

TEXT: 

Tackling disinformation requires the development of sound analytic capabilities and also the development 

of critical thinking to strengthen the resilience of societies to malicious activities in the information and 

cyber domain. Educated users with critical thinking and digital competences make disinformation and 

manipulative interference less likely to succeed, and is a key component of deterring by denial approaches 

to disinformation.  

Section 4 “CRESCEnt Advanced Analytic and Critical Thinking Toolkit” has discussed evidence, judgment, 

and logical reasoning (induction, deduction, and abduction), identifying fallacies often employed as 

discursive stratagems for different persuasive aims but that have nothing to do with sound reasoning 

processes, based on facts, true premises, and valid inferences.  

Secondly, the section has provided experts’ views on information evaluation and verification, source 

reliability, content credibility and audiovisual material checking. The section explained the fact-checking 

process and provided tips for verifying videos.  

Finally, the section provided knowledge on disinformation and propaganda, their modus operandi, and 

provided tools for identifying, analyzing, and exposing hostile information operations. It highlighted the 

features of successful disinformation and how it can be countered, providing hands-on activities to further 

develop your propaganda detection skills.  

Taken together the section offered a complete set of tools to address the challenge pose by disinformation 

to our societies, both from the security practitioner, journalist, communicator, and information consumer 

perspective.  

 

Text + Illustrative Image Screen 4.4.3.  

 

INFOGRAPHIC:  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.4.3/ 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/4.4.3/
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FURTHER READING: 

European Commission (2018). Tackling online disinformation: a European Approach. Brussels, 26.4.2018 

COM (2018) 236 final. Available at: EUR-LEX  

Keršanskas, V. (2020). Deterrence: proposing a more strategic approach to countering hybrid threats, 

Hybrid CoE Papers, no. 2, March 9, 2020. Available at: Hybrid CoE 

Paul, R., & Elder, L. (2006). How to detect media bias & propaganda in national and world news . The 

Foundation for Critical Thinking . 

Paul, R., & Elder, L. (2014). Critical Thinking: Tools for Taking Charge of Your Professional and Personal 

Life. New Jersey: Pearson Education . 

Schopenhauer, A. (2004). The Art of Controversy, Translated by T. Bailey Saunders.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0236&from=EN
https://www.hybridcoe.fi/publications/hybrid-coe-paper-2-deterrence-proposing-a-more-strategic-approach-to-countering-hybrid-threats/
https://www.gutenberg.org/files/10731/10731-h/10731-h.htm
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Subsection 5.1. Countering disinformation with professional and ethical 

journalism: hands-on hard news reporting and analysis journalism. Role-

play as journalist and produce a news story and interpretative piece using 

open sources. 

 

Text + Interactive video (interview) Screen 5.1.1. 

 

TITLE:  

Journalism genres: understanding the differences between hard news reporting, interpretive journalism, 

and opinion. 

 

INTERACTIVE VIDEO:  

Note*: Adapted from Arcos, Rubén (2019). “Open-source intelligence portfolio: challenging and 

developing intelligence production and communication skills through simulations,” in The Art of 

Intelligence: More Simulations, Exercises, and Games, edited by Rubén Arcos and William J. Lahneman 

(Lanham, Maryland: Rowman & Littlefield): 14-38.  

 

Journalistic genres guide news producers and consumers on the aims and structure of textual content and 

the degree of subjectivity that is considered allowed or expected for each genre (Hjarvard, 1997; see also 

Figure 1). Journalism genres can be categorized, depending of the degree of presence of the journalist in 

the text (written, oral, or audiovisual), into news, news plus interpretation, interpretation, and opinion 

(Grijelmo 2014: 28). The presence of the journalist is very high in the genres of opinion journalism and 

low in news genres (Ibid.). As stated in The New York Times manual of style (2015), in reference to 

newspapers, the term news should be reserved for “the factual reporting and analysis by the news staff”, 

reserving editorial and opinion for the opinion section (Siegal and Connolly, 2015: 107). 

Benson and Hallin (2007), in a comparative study of the US and French national newspapers in the 

1960s and 1990s, developed a classification of newspaper stories based on four journalistic functions: 

“reporting current facts or statements, giving background information, giving interpretation and giving 

opinion” (Benson and Hallin, 2007: 32). Current facts reporting is considered to be statements without 

adjectives or adverbs; news stripped of speculation or judgments. Similarly, background information is a 

news story that adds a temporal base to current facts by considering previous related events. 

Interpretation is considered as a kind of empirical statements that “goes beyond current facts, setting or 



                                                    
 
 

 
The European Commission's support for the production of this publication does not constitute an endorsement of the 
contents, which reflect the views only of the authors, and the Commission cannot be held responsible for any use which 
may be made of the information contained therein. 

58 
 

historical context to speculate on such things as significance, outcomes and motives”, while the last 

category, opinion, consist on “the exercise of judgment, either normative (what is good or bad) or 

empirical (what is true or false)” (Ibid.). Based on this categorization, Esser and Umbritch differentiate 

between: 

“news items” (stories offering concise descriptions of events or –if longer–additional 

background information and broader circumstances), “information mixed with interpretation” 

(stories offering explanation, investigation or speculation about the motivations, tactics, and 

consequences of political events), “information mixed with opinion” (stories offering peripheral 

commentary, opinionated perspectives, or subjective viewpoints despite not being marked as 

commentary), and “commentary” (editorials, leaders, opinion columns). (Esser and Humbritch, 

2014: 239-240).  

 According to Brant Houston “interpretive journalism goes beyond the basics facts of an even or 

topic to provide context, analysis, and possible consequences” and reporters “are expected to have 

expertise about a subject and to look for motives and influences to explain what they are reporting” 

(Houston, 2015: 301). For Thomas Patterson, descriptive journalism positions the journalist in the role of 

an observer while in interpretative journalism the practitioner is also required to be an analyst (Patterson, 

2000: 250). And similarly to analysis in the field of intelligence, the analyses of events in interpretative 

journalism can be good or badly informed by the sources and contents reported by them. As Salgado and 

Strömbäck have noted, “these interpretations and analyses can be well informed as well as uninformed, 

critical as well as uncritical, and providing context as well as distractions”. (Salgado and Strömbäck, 2012: 

147).  

 Detached Interpretative Partial 

Pasive Disseminator: 
reports facts and 
events 

Observer: Explains 
events and actions 

Supporter: 
selectively partisan 
reporting of facts 
and events  

Active Watchdog: critical 
and investigative 
reporting 

Commentator: 
Evaluation and 
prediction of 
actions and events 

Advocate: criticism 
and advocacy 

Table1: Hjarvard-Patterson framework of journalistic roles and forms of journalism, Adapted from: 

Hjarvard (2010: 32) 

 

Esser and Umbritch use the notion of hard-news paradigm as the dominant shared mindset among 

members of the journalism community, which is characterized by the use of the inverted pyramid 

paragraph, balanced reporting, stressing verifiable facts, source attribution, a detached point of view, and 
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a demarcation of functions between news and editorial (Esser and Umbricht, 2014: 230). According to 

these authors, the paradigm came under attack during the 1960s and 1970s, with the rise of calls for 

blending “the hard-news paradigm with analytic and interpretative elements” and resulting in a mixed 

approach that “retains from the hard-news paradigm a distance from political commitment but 

complements it with reflexive knowledge and critical expertise of the journalist” (ibid: 232). Writing on 

the need for interpretation in journalism and its growth, Curtis MacDougall in his pioneering work on 

interpretative reporting already stated that: 

“The successful journalist of the future is going to have to be more than a thoroughly trained journeyman 

if he is going to climb the ladder of success. He must be capable of more than routine coverage and to 

interpret as well as report what is going on” (MacDougall, 1968: 13).      

As for the meaning of “interpretation” an array of illustrative expressions can be found on MacDougall’s 

work, including:  

“Make sense out of the facts”, “put factual news in perspective”, “point up the significance of current 

events”, “expand the horizon of the news” (ibid: 17). For Wyatt and Badger, exposition is the form of 

composition “that operates mainly through logical and explanatory devices to provide a heightened 

perspective on or understanding of its subject” (1993: 7). 

 

CONTENT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.1.1/ 

 

METHODOLOGY AND RESOURCES 

Arcos, Rubén (2019). “Open-source intelligence portfolio: challenging and developing intelligence 

production and communication skills through simulations,” in The Art of Intelligence: More Simulations, 

Exercises, and Games, edited by Rubén Arcos and William J. Lahneman (Lanham, Maryland: Rowman & 

Littlefield): 14-38.  

Benson, Randy and Daniel C. Hallin. 2007. “How states, markets and globalization shape the news: the 

French and US national press,” European Journal of Communication 22(1): 27-48. 

Esser, Frank and Andrea Umbricht. 2014. “The evolution of objective and interpretative journalism in the 

western press: comparing six news systems since the 1960s.” Journalism & Mass Communication 

Quarterly 91(2): 229-249.   

Grijelmo, Álex. 2014. El estilo del periodista. Madrid: Taurus. 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.1.1/
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landscape.” Northern Lights 8: 25–48, doi: 10.1386/ nl.8.25_1 

Houston, Brant. 2015. “Interpretive journalism.” In The Concise Encyclopedia of communication, edited 

by Wolfwang Donsbach, p. 301. West Sussex: John Wiley & Sons. 

MacDougall, Curtis D. 1968. Interpretative reporting, 5th edition. New York: The Macmillan Company. 

Patterson, Thomas E. 1998. “Political roles of the journalist.” In The Politics of the News and the News of 

Politics, edited by Doris Graber, Denis McQuail, and Pippa Norris, 17-32. Washington D.C.: CQ Press.  

Patterson, Thomas E. 2000. “The United States: news in a free-market society.” In Democracy and the 

media: a comparative perspective, edited by Richard Gunther and Anthony Mughan, 241-265. New York: 

Cambridge University Press. 

Rossenwasser, David and Stephen, Jill. 2012. Writing analytically with readings. Boston: Wadsworth, 

Cengage Learning.  

Salgado, Susana and Jesper Strömbäck. 2012. “Interpretive journalism: a review of concepts, 
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Text + Infographic Screen 5.1.4 

 

TITLE: Visual Journalism 

 

CONTENT: 

https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/5.1.4  

 

TEXT BELOW THE INFOGRAPHIC: Source: Visual Journalism Code of Ethics of the NPPA  

 

METHODOLOGY AND RESOURCES: 

https://doi.org/10.1177/107769589304800101
https://doi.org/10.1177/107769589304800101
https://multimedia.ciberimaginario.es/OERs/2020/CRESCEnt/5.1.4
https://accountablejournalism.org/ethics-codes/national-press-photographers-association-code-of-ethics
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Subsection 5.2. Everything fake: Detecting AI-generated forgeries (GAN). 

Training analogic and deepfakes detection. 

Text + Illustrative image Screen 5.2.1. 

 

TITLE: 

Images generated by deepfake technology 

 

TEXT: 

The Internet and social media have remarkable advantages, but they also provide a channel for conducting 

deception activities through disinformation and digital forgeries, including audiovisual content. As noted, 

by a team of researchers at the University of Washington, today most online disinformation is manually 

written but “as progress continues in natural language generation, malicious actors will increasingly be 

able to controllably generate realistic-looking propaganda at scale. Thus […] we are also concerned with 

the inevitability of AI-generated ‘neural’ fake news” (Zellers et al. 2019: 1-2)  

We know from scientific research that “the more visual the input becomes, the more likely it is to be 

recognized and recalled” (Medina 2014: 191). A phenomenon that is called the pictorial superiority effect 

(Stenberg 2006). Images and videos can trigger emotional responses and thus they can be used by 

malicious actors in propaganda and disinformation campaigns. 

“Text and oral presentations are not just less efficient than pictures for retaining certain types of 

information; they are far less efficient. If information is presented orally, people remember about 

10 percent, tested 72 hours after exposure. That figure goes up to 65 percent if you add a picture.” 

(Medina 2014: 192). 

When it comes to social media, we know from statistics that articles, posts, tweets, and the like with 

images are more shared  

Audiovisual disinformation may present in the future a bigger problem than simple text-based 

disinformation (Lin 2018). Deepfake forgeries could trigger strong emotions in target audiences and even 

if source reliability and credibility is posteriorly checked, the audiovisual content is likely to be 

remembered and it will be difficult to get rid of the visual information that we have been exposed to 

(Bayer et al. 2019). Future developments in Deepfake technology will likely make very difficult or time-

https://doi.org/10.1177/107769589304800101
https://doi.org/10.1177/107769589304800101
https://blog.hubspot.com/marketing/visual-content-marketing-strategy
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consuming to spot false images or videos and it is likely that only with the help of AI we will be able to 

detect these forgeries. Deepfake technology is improving, and images of people produced by generative 

adversarial networks – GAN (Karras et al. 2019) can already be difficult to identify as such. The website 

“This person does not exist” displays images of persons generated by these methods. Every time the 

browser is refreshed the website displays an image of someone that does not exist!  

 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.2.1  

  

TEXT: 

However, the manipulation of images and fabrication of visual “evidence” for different purposes like 

producing meanings favorable to the interested parties or for falsifying history is nothing new. Photo 

edition software like Photoshop is facilitates the edition of images for different purposes and it is in the 

ethics of people and professions to make a good use of these softwares. The website altered images bdc 

instance provides many examples of manipulated images, including the elimination of people from official 

photos. 

Image forensics is required for detecting some of this manipulation and can become an important skill 

assisted by software with the proliferation of online disinformation and propaganda. In the same way AI 

and Deep Learning can be used in malicious ways to create Deepfakes, they can also be used on the other 

hand to help detect manipulations  

Researchers are developing tools for the “detection of malicious manipulation with digital images” 

(Fridrich, Soukal, and Lukáš 2003). This is the case of Forensically, developed by Jonas Wagner. You can 

get familiarized with this seat of tools by watching the following tutorial. 

 

METHODOLOGY AND RESOURCES 

Paragraph on the methodology and resources (videos, texts, infographics...) of the subsection   

References and literature 

Bayer, Judit et al. (2019). Disinformation and propaganda – impact on the functioning of the rule of law in 
the EU and its Member States  
 
Fridrich, Jessica; Soukal, David and Jan Lukáš (2003). Detection of Copy-Move Forgery in Digital Images  
 

https://thispersondoesnotexist.com/
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.2.1
http://www.alteredimagesbdc.org/
https://theblog.adobe.com/adobe-research-and-uc-berkeley-detecting-facial-manipulations-in-adobe-photoshop/
https://29a.ch/photo-forensics/#forensic-magnifier
https://www.youtube.com/watch?time_continue=2&v=XRCq8CJrI_s&feature=emb_logo
http://www.europarl.europa.eu/RegData/etudes/STUD/2019/608864/IPOL_STU(2019)608864_EN.pdf
http://www.ws.binghamton.edu/fridrich/Research/copymove.pdf).
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Interactive list Screen 5.2.2. 

 

TITLE:  

How to spot Deepfake images of people 

 

TEXT: 

Kyle McDonald in his 2018 article “How to recognize fake AI-generated images?” provides hints that may 

allow us to identify GAN-generated persons. Here are some of them: 

1. Straight hair and messy hair wisps 

2. Weird teeth 

3. Asymmetries (size, color, others) and missing earrings 

4. Bizarre backgrounds 

https://bpl.berkeley.edu/docs/48-Emotion%20Elicitation95.pdf
https://arxiv.org/abs/1912.04958
https://www.lawfareblog.com/danger-deep-fakes-responding-bobby-chesney-and-danielle-citron
https://www.lawfareblog.com/danger-deep-fakes-responding-bobby-chesney-and-danielle-citron
https://www.tandfonline.com/doi/abs/10.1080/09541440500412361
https://hewlett.org/wp-content/uploads/2018/03/Social-Media-Political-Polarization-and-Political-Disinformation-Literature-Review.pdf
https://hewlett.org/wp-content/uploads/2018/03/Social-Media-Political-Polarization-and-Political-Disinformation-Literature-Review.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4756121/pdf/fpsyg-07-00180.pdf
https://arxiv.org/pdf/1905.12616.pdf
https://www.tandfonline.com/doi/full/10.1080/00224545.2016.1208138
https://medium.com/@kcimc/how-to-recognize-fake-ai-generated-images-4d1f6f9a2842
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5. Somehow androgynous features (without this been necessarily a sufficient indicator) 
 

INFOGRAPHY: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.2.2  

  

TEXT BELOW THE INFOGRAPHY: Source: This person does not exist   

 

Text + Infography Screen 5.2.3. 

 

TITLE: Generative medias  

 

INFOGRAPHY:  

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.2.3  

 

Subsection 5.3. Strategic Communicator game challenge  

Video class Screen 5.3.1. 

Title: Conspiracies about the coronavirus 

 

Video: 5.3.1 Conspiracies about the coronavirus 

https://www.youtube.com/watch?v=p4RM2K6fwmE  

 

Text + Infography. Screen 5.3.3. 

 

TITLE: Recommendations for strategic communications in fighting disinformation 

 

TEXT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.2.2
https://thispersondoesnotexist.com/
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.2.3
https://www.youtube.com/watch?v=p4RM2K6fwmE
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The present world is one in which emotions are more impactful than facts. This relationship is crafty 

exploited by propagandists and disinformation agents. The good news is that many effective instruments 

for fighting disinformation and propaganda already exist.  

 

INFOGRAPHIC: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.3.3/ 

 

Text + Infographic Screen 5.3.4. 

 
TILE: Tips that can help you crafting a response during crisis  
 
TEXT:  
 
While everybody hopes to never experience a crisis situation in their business, it’s important to be 
prepared. And while managing a crisis is not simple, there are some key elements that we all need to 
understand when forming and communicating a response.  

 

INFOGRAPHIC: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.3.4/ 

 

METHODOLOGY AND RESOURCES 

Adapted from Jill Schiefelbein, Dynamic Communication, 2017 
 
 

Subsection 5.4. Evaluation of the topic  

Text Orientations Screen 5.4.1.  

 

TITLE: 

Evaluation section 5 

 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.3.3/
https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.3.4/
https://bookstore.entrepreneur.com/product/dynamic-communication/
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TEXT: 

The section has employed active learning methods for addressing the key topics of the course.  

It started by taking a deeper look into the differences between hard news reporting, interpretive 

journalism, and opinion. In our era of overwhelming “communicative abundance” (Keane 2013) content 

is produced, reproduced, and shared in an unprecedent scale within a complex system of offline and 

online social communication networks in which verified information, analyses, and opinions circulate and 

co-exist with misinformation, propaganda, disinformation, and strategically leaked information; quality 

and accountable journalism acquires a critical importance for our democracies in the digital 

communication and disinformation era.  

With its remarkable advantages, the Internet, and social media, as highlighted in the section, also can be 

a channel for covert information influencing activities and manipulative interference, though 

disinformation campaigns that might employ audiovisual forgeries. Although the manipulation of 

images, motion pictures, and fabrication of forgeries are nothing new, Artificial Intelligence and deep 

learning can be used to create deepfakes to be used for different malicious purposes. The section has 

provided awareness on these new developments and tips for identifying deepfakes but recognizing that 

further developments in deepfake technology and generative medias (images, sounds, text, video) will 

make the users dependent as well on AI and technology for the detection of these forgeries.  

Last but not least, the section has facilitated knowledge on the use of conspiracy theories and 

disinformation in the context of crises like the coronavirus outbreak by malicious actors, by putting 

participants in the role of a strategic communication practitioner tackling with the problem.  

Overall, the section has put the participant in the role of journalists, analysts, and strategic 

communicators aiming to gain an interdisciplinary perspective and mutual understanding on the 

importance of the interconnection between all these practitioners and developing the resilience of our 

societies through critical thinking and media literacy, for tackling the security threats of the disinformation 

era.  

 

Text + Image Screen 5.4.4.  

 

TITLE: Role-Playing Simulation/Gaming Review 

 

MULTIMEDIA CONTENT: 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.4.3/ 

 

https://multimedia.ciberimaginario.es/genially/2020/CRESCEnt/5.4.3/
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Subsection 6.1. Farewell 

 

TITLE: FAREWELL  

 

Text: 

We would like to thank you, on behalf of the whole research team of Project CRESCEnt, for taking the 

course Strategic Communication to Counter Security Threats in the Disinformation Era. 

We hope you found it useful in furthering your understanding of the challenge of building awareness and 

developing resilience to disinformation, fake news, and hostile information influencing campaigns, and 

how to address it. 

Throughout the course we have worked on understanding the 21st security threat landscape and the role 

of the cyber/information as security dimension. We have analyzed the key concepts related with 

communication processes: disinformation, misinformation, propaganda, covert influencing, digital active 

measures, strategic communication, hybrid threats, ….; you have acquired competencies and analytic 

tools in order to evaluate information sources and contents, and critically address the consumption of 

information in traditional media and social media channels; you have been instructed on how to plan 

strategic communication campaigns with a particular focus in tackling security threats; and you have 

gained knowledge on the importance of sound and responsible journalist practices, and of bridging the 

gap between media professionals and institutional strategic communicators in case of security threats, 

for addressing the challenge of fakes news and deliberate disinformation activities. 

We have studied the security, asymmetric threats, and communication, what is strategic communication 

and its relationship with public opinion shaping and influencing, how to address the challenge of fake 

news, disinformation, and covert influence in the Digital Era, and how to apply the evidence, judgement, 

and logical reasoning to properly inform your decisions and the decisions of others.  

We hope that the course has enabled you to improve your ability to identify disinformation and 

misinformation through different sources of information; to generate resilience to fake news; to deal 

better with the production of information and reporting in a professional way, under ethical and 

deontological criteria; to review and check the sources of information before preparing a report using 

double fact checking techniques, and lastly to report security threats truthfully. 

We encourage you to continue your education in this field of study. More than ever before, there is a 

need for journalists and institutional spokespersons in the fields of security and defense, and in relation 

to strategic communication and news reporting on security threats, who have the necessary skills to 

address the challenges of information in the 21st century. 
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On the websites of the institutions that have developed the course you will find more content and 

resources that will be useful: the “Mihai Viteazul” National Intelligence Academy (MVNIA) – Romania, 

Ciberimaginario Research Group of the University Rey Juan Carlos– Spain,  Kentro Meleton Asfaleias 

(KEMEA), Center For Security Studies – Greece and Ministry of Internal Affairs, Directorate for Information 

and Public Relations (MAI-DIRP) – Romania. 

Society needs journalists and institutional spokespersons like you trained to face the new challenges. We 

are counting on you. 

 

VIDEO:  FAREWELL CRESCENT MOOC 

 

https://youtu.be/xOumAVlzQSY  

 

Subsection 6.2. Certification Info  

 

Course participation badge 

Strategic Communication to Counter Security Threats in the Disinformation Era (First edition) 

The winner of this badge has demonstrated an introductory approach to become resilient to fake news, 
build an ethics of reporting, and provide and obey ethical grounds in handling sources, perform double 
fact checking and report security threats truthfully for the preservation of democracy and the rule of law. 
. 

 

Certification info 

[If the student has completed 100% of the activities, this message will appear] 

Congratulations, you have completed 100% of the activities and will be able to obtain the 

certificate of completion. 

In you want, you will be able to apply for a digital certificate. This certificate reflect that you have 

successfully completed the course and include the number of hours of the course.  

The cost of the accreditation is the one established by the URJCx platform and is carried out 

directly through this platform's online system, on previous request. 

 

https://youtu.be/xOumAVlzQSY
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[If the student has not completed 100% of the activities, this message will appear] 

It seems you have not gone through the necessary activities. You must pass 100% of the activities 

to get the certificate. 

 

Subsection 6.3. Additional information (promotional, related to 

communication objectives)  

 

Now that you have completed this course, you can find information and increase your knowledge on 

strategic communication, hybrid threats, disinformation, and information influencing related activities at 

the CRESCEnt project website (https://crescentproject.eu) and subscribe to our newsletter.  

You can also follow us on Twitter (https://twitter.com/CRESCEnt_EU), and Facebook 

(https://www.facebook.com/CRESCEnt-Project-2044219742534824).  

If you are further interested in our activities, you can visit the websites of the consortium partners:  

 

• “Mihai Viteazul” National Intelligence Academy https://animv.ro/en/ 

• Ciberimaginario Research Group https://ciberimaginario.es 

• KEMEA http://www.kemea.gr/en/ 

• Ministry of Internal Affairs, Information and Public Relations Directorate 
https://www.mai.gov.ro/en/  

 

We are involved in other related projects like “Empowering a Pan-European Network to Counter Hybrid 

Threats (EU-HYBNET), a five-year project funded by the European Commission (No. 883054). EU-HYBNET 

is a “Pan-European network of security practitioners, stakeholders, academics, industry players, and SME 

actors across EU collaborating with each other in ever increasing numbers to counter hybrid threats.” 

https://cordis.europa.eu/project/id/883054 

You can also visit https://euvsdisinfo.eu and access the EUvsDisinfo database of cases, and further 

increase your knowledge on EU policies and activities related to fighting disinformation at: 

https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation  

If you are further interested on hybrid threats, we highly recommend you to visit the website of The 

European Centre of Excellence for Countering Hybrid Threats https://www.hybridcoe.fi 

https://crescentproject.eu/
https://www.facebook.com/CRESCEnt-Project-2044219742534824
https://animv.ro/en/
https://ciberimaginario.es/
http://www.kemea.gr/en/
https://www.mai.gov.ro/en/
https://cordis.europa.eu/project/id/883054
https://euvsdisinfo.eu/
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
https://www.hybridcoe.fi/
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You might want to consult reports and publications related to strategic communication at the website of 

the NATO Strategic Communications Centre of Excellence (NATO StratCom COE) 

https://stratcomcoe.org/about-us  

If you are interested in URJC’s education programs on strategic communication you can check the website 

of the postgraduate program of Specialist in Strategic Communication, Hybrid Threats, and Security 

https://stratcomhybrid.com  

 

Subsection 6.4. Satisfaction survey  

 

Thank you for accessing the satisfaction survey for the Strategic Communication to Counter Security 

Threats in the Disinformation Era course. 

The survey is anonymous and has 3 different screens. It will not take you more than 10 minutes to 

complete. 

Thank you very much for your cooperation. Your opinion helps us to improve. 

 

A note on privacy 

This survey is anonymous. 

The record of your survey response does not contain any identifying information about you, unless a 

specific survey question requires it. If you use a password to access this survey, please ensure that it is not 

saved with your responses. This password is managed in a different database than the survey and will only 

be used to indicate whether you have completed the survey. There is no way to identify the survey 

answers from the password. 

 

Gender: 

- Female  

- Male  

 

Country of birth or nationality 

 

https://stratcomcoe.org/about-us
https://stratcomhybrid.com/
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Year of birth 

 

Level of studies 

Select one of the following options. 

• None 

• Primary 

• Secondary 

• Baccalaureate or equivalent professional studies 

• University degree or equivalent 

• University degree or equivalent 

• University Master 

• University doctorate 

• Other: 

 

What is your job situation? 

Select one of the following options: 

Please choose... 

• Student 

• Unemployed 

• Employee 

• Employee in the public administration 

• Self-employed 

• Retired 

 

Please indicate your opinion regarding the following statements: 
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 Strongly 
disagree 

Disagree Agree 
Strongly 
agree 

The learning pace of the course has been 
adequate for me 

    

Being able to see all the contents from the 
beginning of the course has made it easier for 
me to follow it  

    

The frequency of activity activation has made 
it easier for me to follow the course  

    

I consider adequate the length of the videos      

The list of contents and videos are adequately 
adjusted to the estimated effort to be made by 
the student  

    

The forums raised in the course have helped 
my learning 

    

 

 

 

Please tell us why you do not think the learning pace is appropriate: 

Please select one of the following options  

• Too low 

• Too fast  

Please write the justification for your answer here: 

 

Please indicate how you would like to view the contents:  

Select one of the following options  

• Sequentially, activities are accessible at the opening of each module  

• All modules are visible at the beginning of the course 

• The following module is activated a few days before of the end of the previous one  

Please write the justification for your answer here:  
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Please indicate when you would like to access the activities: 

Select one of the following options  

• Sequentially, activities are accessible at the opening of each module 

• All activities are visible at the beginning of the course  

• To be activated at the end of the module  

Please write the justification for your answer here: 

 

Please indicate how you consider the length of the videos:  

Select one of the following options  

• Short  

• Adequate  

• Excessive 

  

Please write the justification for your answer here: 

 

 

Please indicate why you feel that the list of content, videos and activities do not match the estimated 

weekly effort of the student. 

 

The contents of the videos have seemed to me: 

Please select one of the following options 

- Very Bad  

- Bad  

- Well  

- Very good  

Please write the justification for your answer here: 
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The evaluation tests have looked like that to you: 

Select one of the following options  

- Very difficult  

- Difficult  

- Easy  

- Very easy  

 

The activities have seemed to you: 

Select one of the following options  

- Very difficult  

- Difficult  

- Easy  

- Very easy  

 

The level of the course in relation to my knowledge has seemed to me: 

Select one of the following options  

- Very difficult  

- Difficult  

- Easy  

- Very easy  

Please write the justification for your answer here:  

 

How do you value the implementation of what you have learned in your private or professional 

environment? 

Select one of the following options 

- Not implementable at all 
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- A bit implementable  

- Implementable  

- Very implementable 

Please write the justification of your answer here: 

 

Please indicate your level of agreement with the following statements: 

 

 Strongly 
disagree 

Disagree Agree 
Strongly 
agree 

By taking the course I have learned new 
things 

    

My expectations with the course have 
been satisfied 

    

The technical team has solved my 
problems quickly 

    

The teaching team has solved my doubts 
quickly 

    

 

 

How many hours a week you have dedicated to finish the course? 

- Less than 2 hours 

- Between 2 and 4 hours 

- Between 4 and 6 hours 

- Between 6 and 8 hours 

- More than 8 hours 

 

The loading speed of the contents, videos and activities has been: 

Select one of the following options 

Please choose... 
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- Very slow 

- Somewhat slow 

- Adequate 

- Very satisfactory 

 

Using the platform, I have been able to perform the following actions: 

 Cumbersome 
and heavy 

Somewhat 
uncomfortable 

Comfortable 
Very 
comfortable 

Change unit     

Change Lesson or 
Activity 

    

See the videos     

Accessing 
assessment tests or 
activities 

    

Access the user 
profile 

    

 

Have you had any problems with the platform? 

Select one of the following options 

Please choose... 

- Platform access problems 

- Course access problems 

- Problem of access to contents or activities 

- Nothing remarkable 

 

 

What would you change about the course or what would you improve about the platform? 

 

 


