N4

J Izglitibas un zinatnes

,"/ VERIN A RS ministrija

Lidzfinanse
Eiropas Savienibas
Erasmus+ programma

ROSTBA DIGITALA
PASAULE

2020. gada 19. marta plkSt11.00-12.30 Vebinars organizéts Izglitibas un zinatnes ministrijas Tstenota
Erasmus+ projekta “EPALE Nacionéalais atbalsts dienests”
(Granta hguma Nr. 2018-2221/001-001) ietvaros

Vada Martins Hirss . o ,

. ST publikéacija atspogulo vienigi autora uzskatus, un Eiropas

Komisijai nevar uzlikt atbildibu par taja ietvertas informacijas
jebkuru iespéjamo izlietojumu




M ERLHELE
pasaule

Martins Hirss

EPTISKA
EDRIBA

SkeptiCafe



Izvelies privatumu

Tu esi tik dross, cik tavs
vajakais punkts

Drosiba ir celojums



Digitala drosiba

PSIHOLOGISKA




haveibeenpwned.com




Collection #1 if - In January 2019, a large collection of credential stuffing lists (combinations of email
addresses and passwords used to hijack accounts on other services) was discovered being distributed on a
popular hacking forum. The data contained almost 2.7 billion records including 773 million unique email
addresses alongside passwords those addresses had used on other breached services. Full details on the
incident and how to search the breached passwords are provided in the blog post The 773 Million Record
"Collection #1" Data Breach.

Compromised data: Email addresses, Passwords

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions
of their customers. In August 2016, they forced password resets for customers they believed may be at risk. A
large volume of data totalling over 68 million records was subsequently traded online and included email
addresses and salted hashes of passwords (half of them SHA1, half of them bcrypt).

Compromised data: Email addresses, Passwords

MyHeritage: In October 2017, the genealogy website MyHeritage suffered a data breach. The incident was
reported 7 months later after a security researcher discovered the data and contacted MyHeritage. In total,
more than 92M customer records were exposed and included email addresses and salted SHA-1 password
hashes. In 2019, the data appeared listed for sale on a dark web marketplace (along with several other large
breaches) and subsequently began circulating more broadly. The data was provided to HIBP by a source who
requested it be attributed to "BenjaminBlue@exploit.im".

Compromised data: Email addresses, Passwords



" information is beautiful

World's Biggest Data Breaches & Hacks
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FACEBOOK ALGORITMS

Facebook grib lai Tu zaude

Facebook grib lai Tu téré laiku / naudu
Facebook grib “quality content”

To visu kontrolé automatiski algoritmi

w Feeling/Activ... oo

It takes lots of time and lots of love for a person to grow and be happy
and celebrate! Yesterday it was a special day for me, | spent time with
good friends, | received thoughtful gifts but the most important thing was
the wishes. It's so fulfilling to realize that friends old and new, family and

"3 Denise Home Create

Stories {¥) Archive - Settings

Add to Your Story
+  Shareaphoto, video or wite
something

WA\ Anastasia Revi
18 hours ago

o Karola Sanchez
15 hours ago

Richard Keep

3 hours ago

¢anch

Co-production Networks for Community Heritage in Tanzania




Cambriage
Analytica

Demographics +
Psychographics +
Personality Data

5,000 data points per user

220 million FB profiles in the US
10 likes - better than a coworker
70 likes - better than a friend
150 likes - better than a parent

300 likes - better than a partner
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BIG 5 personibas iezimes

High Extraversion Low Extraversion

Dance like no one's watching Beauty doesn’'t have to shout
(but they totally are)
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High Openness Low Openness

LOADS OF WORDS >

. Nt o ..‘ N '.. ¥ =
Aristoteles? The Seychelles? Unleash your Settle in with an all-time favorite! The
creativity and challenge your imagination with crossword puzzle that has challenged players
an ulimited number of crossword puzzles! for generations
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Facebook > Settings > Ads

I Y pome G

° Your interests
9 Advertisers and Businesses

Your information

Ad settings

Ads based on data from partners

Ads based on your activity on Facebook Company Products that you see elsewhere

Ads that include your social actions



Facebook > Settings > Ads

I Y pome G

Your interests

News and entertainment Travel, places and events Hobbies and activities People Education Business and industry
Health & wellness Automobiles Cats Nature Air travel Hotels
Vikings Snow Photography Televisions Immune system Learning

Birds Wildlife Dance Animal rights Halloween Women's rights




Your Facebook info >

Off-Facebook Activity

n Search Q Home Create

Your Off-Facebook Activity Clear History

This is a summary of the 463 apps and websites that have shared your
activity.

Some of your activity may not appear here. Learn More

| ﬂ Bj\‘ hercogi.lv

Received November 9, 2019

tripadvisor.com
s Received November 9, 2019

0’0

20+

tvnet.lv
Received November 9, 2019

facebook Pixel </>




Manage Future Activity

©a 0 -

{ Off-Facebook Activity

Manage Future Activity

Turn off future activity?

Here are some things to know

« Turning this off will disconnect your future activity. [t may take 48
hours until it's fully disconnected from your account

« We'll still receive actlwty from the busmesses and orgamzauons
you visit. It may be use 1 make
mprovements to our ads systen
your account

« Your activity history will also be disconnected from your
account.

« This will also prevent you from logging into apps and websites
with Facebook because your activity will be disconnected from
your account.

. You || still see the same number of ads. Yo

ns "- take on Fac

ac be used to s

Cancel



Kadus panemienus
FB izmantotu,
lai pardotu tev produktus,
zinot so visu par tevi?



myaccount.google.com

Privacy &
personalisation

See the data in your Google Account
and choose what activity is saved, to
personalise your Google experience

Manage your data & personalisation

Account storage

Your account storage is shared across
Google services, such as Gmail and
Photos

84% used - 12.6 GB of 15 GB

Manage storage

We keep your account
protected

The Security Check-up gives you
personalised recommendations to
secure your account

Get started

Take the Privacy Check-
Up

This step-by-step guide helps you
choose the privacy settings that are
right for you

Get started




Activity controls

You can choose to save your activity for better personalisation across
Google. Turn on or pause these settings at any time.

$0) Web & App Activity
® Location History

£ YouTube History

Manage your activity controls

Ad personalisation Activity and timeline

You can make ads more useful to you See the activity saved in your account and the places
you've been. You can delete any or all of your past

Ad personalisation activity.

? Ads that Google shows you aren't o
. personalised My Activity

& off Rediscover the things that you've
searched for, read and watched

Timeline

See where you've been, based on your
Go to ad settings Location History







Your Off-Google Activity?

GOOGLES AMP 1S
SPEEDING UP THE WEB BY
CHANGING HOW IT WORKS
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youronlinechoices.com/lv
/[your-ad-choices

a guide to online behavioural advertising

Ll-l Your Online Choices
:

Your ad choices

The companies listed below are some of the providers who work with website providers to collect and use
information to provide online behavioural advertising.

Please use the buttons below to control your online behavioural advertising preferences. You can turn off
or turn on all companies or alternatively set your preferences for individual ones. By clicking on the
expand button you can find out more about the company itself as well as its behavioural advertising
status on the web browser that you are using. If you are having any problems please visit our help page.

Turn on or off individual companies.

Accordant Media Try to re-connect now
ADARA 2AZA Ty to re-connect now
AddThis

ADEX

Adform




browserleaks.com

Web Browser Security — BrowserLeaks.com

Since the ancient times it is considered that the IP Address and the HTTP Cook
privacy and web browser identity. After a while, the privacy invaders began to
identify users from the general flow, they started to collect more and more ad

Today the situation is more disappointing. Modern web browsers has not been
anonymity networks like Tor have no choice to edit the source code of a web b
sometimes not enouah.

Home Page 's all about Web Browser Fingerprinting. Here you will f
dentity data may be leaked without any permissions wh

IP Address

JavaScript

Flash Player rates server-side abilities to expose the user

Silverlight

a basic features, such as Showing Your IP
equest Headers. As well as Proxy Detection in
Java Applet eaders. GeolP Data Acquisition about the
and all of a Proxy IP's (Country, State, City,
:, Latitude/Longitude), and put all IP places to
1, here is a special features — Passive TCP/IP
WebRTC Leak Test dng, DNS and WebRTC Leak Tests.

WebGL

Canvas Fingerprint
Font Fingerprinting
Content Filters _ _
h Player Runtime properties that can be
Features Detection the use of AS3 System Capabilities: Flash

e, Operating System, Manufacturer, System
Geolocation API g P = =t ! ;=

owser Architecture, Screen Resolution, and



browserleaks.com

Web Browser Security — BrowserLeaks.com

Since the ancient times it is considered that the IP Address and the HTTP Cook
privacy and web browser identity. After a while, the privacy invaders began to
identify users from the general flow, they started to collect more and more ad

Today the situation is more disappointing. Modern web browsers has not been
anonymity networks like Tor have no choice to edit the source code of a web b
sometimes not enouah.

Home Page 's all about Web Browser Fingerprinting. Here you will f
dentity data may be leaked without any permissions wh

IP Address

Javi

Wik" AAdrece
Flac My IP Address :

<,  IPaddress 89.39.107.198 [[IHI4
Hostname n/a

IP Address Location :

Country = MNetherlands (NL)

ISP Xt Global Networks Ltd.

ASN AS49981 WorldStream B.V.
Connection Type Cable/DSL

Timezone Europe/Amsterdam

Local Time Mon, 25 Nov 2019 12:27:17 40100
Latitude/Longitude 52.3824,4.8995




browserleaks.com

WebRTC Media Devices :
Device Enumeration
Has Microphone
Has Camera
Audio-Capture Permissions | ?

Video-Capture Permissions | ?

Media Devices

kind:
deviceld:

label:

Your Fingerprint :
Signature

Uniqueness

kind:
deviceld:

label:

kind:
deviceld:

label:

O WebRTC Leak Test

E Canvas Fingerprint

OF5265AA
99.76% (1131 of 474678 user agents have the same signature)

audioinput
default
n/a

audioinput
communications
n/a

audioinput
5639f38a5b37def967332Fdd29d59td8d29a7d2a9178b5251a36d2748eddb6dch
n/a

1, here is a special features — Passive TCP/IP
ing, DNS and WebRTC Leak Tests.
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Shields UP for this site

Informéjam, ka DELFI portala tiek izmantotas sikdatnes (anglu val. "cookies"). Turpinot lietot $o portalu, Jus piekritat, ka més uzkrasim un ‘ If a site appears broken, try shields down
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.I 6 Items blocked

Cross-site trackers blocked -
Connections upgraded to HTTPS -
Scripts blocked [ =

Cross-site cookies blocked

Device recognition attempts blocked
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?RESTORE Firefox Privacy - The Complete How-
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Firefox Privacy
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PRIVACY
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grc.com/haystack.htm

W ~ ™~
“. Gibson Research Corporation - Security il
[ Home v . SpinRite v ' Services v V Freeware v Research v Other »

How Big is Your Haystack?

and how well hidden is YOUR needle?

If every possible password is tried, sooner or later yours will be found.
The question is: Will that be too soon . . . or enough later?

GRC's Interactive Brute Force Password "Search Space” Calculator

V { Uppercass V 11 Lowercase U No Digits V No Symbols 15 Characters
{ ManIrGaraParole |
Brute Force Search Space Analysis:
Search Space Depth (Alphabet): 26+26 = 52
Search Space Length (Characters): 15 characters
Exact Search Space Size (Count):
s 56,038,089,
699,156,288,046,695,684
Search Space Size (as a power of 10): 5.60 x 1023

Time Required to Exhaustively Search this Password's Space:

_ Online Attack Scenar‘|o: 17.82 trillion centuries

Offline Fast Attack Scenario: | 1.78 hundred thousand
centuries

Massive Crackihg Arréy Scenario: 1.78 hundred centuries




UNKNO‘u.I'N

UNCOP‘MON
(Nm.l -GIBBERSH)
BASE WORD

Tr@ub4dor &3

CAPS?  COMMON

'5UBS'HTUTON5 WERHL

2% = 3 DAYs AT
1000 GUESSES /sEC
{ PLAUSIBLE ATTACK 0N A WEAK REMGTE
WER SERVICE. YES, CRACKING A STOLEM

HESH 14 FRASTER, BUT mh Mo whaT THE
AERAGE USER SHOULD WOREY AGOUT. )

DIFFicOLTY 10 GUESS:

EASY

WAS IT TROMRONE? NG
TROVBADOR. AND ONE OF
THE Os WRS A ZERD?

\
AND THERE WAS
SOME SYMBOL...

(1]

DIFFICULTY TO REMEMBER:

correct horse battery stople

FOUR RanDOM. ~
COMMON WORDS

~ Y4 BITS OF ENTROPY

2" = 550 YEARS AT
1000 GUESSES/ sec

DIFFicOLTY T0 GUESS:!
HARD

DIFFICOLTY TO REMEMBER:
YOUVE ALREADY
MEMORIZED |T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT ERSY FOR COMPUTERS TO GUESS.
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SENDER

Your Temporary Email Address

jiehovah263@mailmink.com 23

C Refresh

SUBJECT

Your inbox is empty

~Aman o

X

Delete




Everyday steps you can take to control your digital privacy, security, and wellbeing

in ways that feel right to you.




@RESTORE

Privacy Tools, Testing, &
Research

The internet is becoming a dangerous place and your
private data is the target. Your online activities are being
tracked and recorded by private companies, ad
networks, hackers, and more. Here you will find the tools
and information to restore your privacy, secure your

devices, and stay safe online.

Privacy Tools

Research

VPNs

Reviews

Mission

Q
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ZINOT UZTICIBAS TALRUNIS 116111
Zino par parkapumu interneta Piezvani un sanem atbalstu

Sakumlapa > Materiali

Materiali

BERNIEM

idz 11 gadiem

JAUNIESIEM
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