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Basic Skills Using a Computer

Introduction

The module “Basic Skills Using a Computer” introduces you to computers, a computer
mouse, a keyboard, to Windows Operating System and its very basic functions and programs
such as MS Word program.

The computer and smart devices have become an integral part of everyday life of people all
over the world. It is a tool that enables us to reach an ever-increasing flow of information
and helps us accomplish many tasks in our everyday lives. Nowadays many services provided
by the national and local governments are offered through the use of Information and
Communications Technology (ICT) including E-commerce or E-banking services what allows
people to reach them without leaving their homes. This makes our lives more convenient on
condition that a person has basic skills to use a computer.

The module will help you to gain basic skills needed to work on a computer.
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Computer - meaning what exactly?

Making the most out of a personal computer (PC) can eliminate the clutter and confusion of
everyday life. It can replace the daily planner, address book, phone book, calendar, notepad,
files, folders, papers and more. You can use your PC to watch TV and DVDs, listen to music or

the radio, organize your photographs, send mail and even call long distance.

The best way to learn about and become comfortable with computers is to start with the
basics. Important parts of a computer that one should know include the computer case, the
central processing unit (CPU), the memory or RAM, the monitor, the keyboard, the modem,

and the mouse.

Depending on the size of the device, the size and performance of the computers built into it

also differ.

The personal computer is either available as a laptop so that you have a screen, input

devices and hardware in one component.

The desktop PC requires additional peripheral devices such as the mouse, keyboard and

monitor so that you can work with it.
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Task number one:

Match a computer vocabulary & parts. Complete the text with words.

Computer Mouse Central ProcessingUnit Keyboard Monitor

TE

and communicate with other people. It consists of 4 main components:

helps us at work and at home to learn, work

thebrainofa computersystem which is called ;

a partthat visually communicateswith usis a ;
a tool that allows us to communicate with
a computer is a

that is a dirrect connection with a

and a

computer world.
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Task number two:

What are these devices?

Desktop

Task number three:

Match pictures of the desktop screen components with the names.

MS Windows Desktop

Start Button, Notification Area, Task Bar, Recycle Bin, Desktop,

MS Program Shortcuts, Icons, Mozilla Firefox Web Browser
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Correct position of a hand on a mouse

Mouse Cursors

. The mouse pointer is in the shape of an arrow as you point to icons, menu choices,

toolbar buttons, etc. The mouse pointer will change to an I-beam shape (cursor) when it is

over text (words). You can:
- adjust the mouse speed if necessary,

- adjust the click speed if necessary,

Task number four.
Practice mouse commands:
e Place the Mouse pointer on any icon on the desktop and click the left mouse button
on it. This icon is selected and displayed in bold.
e Open the program WORD. You will need to double-click the left mouse button icon
for this program.

e Open the program WORD with the right mouse button.



N Funded by the
% Erasmus+ Programme
*oak of the European Union

oy

)

SENIOR
New Teoc_h/

® Press left mouse button on the Recycle Bin icon and drag it to another desktop

location.

Keyboard

The keyboard has letter and number keys as well as command keys that make it possible to

perform functions such as scrolling up and down the page and capturing screen images. With

the mouse, the user is able to scroll, select text, and perform other functions. While one

types on a keyboard, the mouse is operated by sliding it on a smooth surface with one hand

and clicking one or more buttons to select desired words, sentences, or images.

Task number five:.

Circle the key which moves the cursor:

F10 | F11

3

e

| — | —= —
Num Caps Seroll
Lock Lock Lock
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1.- one space 2.—down to the next line

B ] 1o |[er

= [—] =
Num Caps Seroll
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@El@@[ﬂ

=2 I @D
0 G Gl Gl = 0

] G

Circle 3 keys that make capital letters.

10
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Task number six:
Number the keys:
1. The key you use to erase

2. The key that starts a new line

3. The key that makes a letter capital when you hold it down

4,
5.
6.
7.
8.
9.

10. The key that moves you to the right when you start a paragraph

The key that makes all the letters capital until you push it again

The bar that makes one space

The period (.) key

The key that makes a question mark (?) when you hold the shift key
The comma (,) key

The apostrophe (') key
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Practice finger position on the keyboard

pinky pinky
[ ]
nng i :
Notes:

12
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Task number seven:

Find out which OS version is used on your computer: select the Control Panel and explore

the System section System Settings.

Task number eight:

What are the following key combinations for?
Ctrl + A,

Ctrl + C,

Ctrl + X,

Ctrl +V,

Ctrl + P,
Alt + F4.

13
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Folder management

Task number nine:

Label the marked parts of a computer window.

= B 5
@-Ovlc, Computer » Local Disk (C:) A vE*f | search t&fat Disk (cy o
Organize ~ Share with ~ Burn New folder }' - JJ o
. Favorites = [0 E-Leaming | Expat Shield
M Desktop | Faculty of Education . Google Drive
I3 Downloads moodiel? ). moodle20
¢ Dropbox ). Perflogs | Personal
«» Recent Places }. Photos | Program Files
& Google Drive | Program Files (x86) | Projects
- J. SCHOOL | SWSetup
- Libraries | system.sav J. temp
% Documents | Training Courses | Users
4. Music ). Windows ). Windows.old
S Pictures |. WORK camera
B videos hpqlb msdiag0.dil
& Computer = Bluser _—
& Local Disk (C:)
&= BD-ROM Drive (E:) My Disc
«» Removable Disk (G:) =
26 items
- —
Current drive Toolbar Search bar Address bar File list

Navigation pane

Task number ten:

Details pane

Match a file extension to its type.

1.doc or docx

a) Executable file

2.rtf

b) MS Notepad - TeXT file

3.exe

c) Joint Photographic Experts

Group (picture)

14
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4.zip d) MS Excel worksheet file

5.txt e) Audio file (sound)

6.jpg f) MS Video for Windows movie
7.ppt, .pptx or g) MS Word document

.pps

8.avi h) Zip file (compressed)

9.xIs or .xlsx | i) Word-processing program - Rich

Text Format

10.mp3 j) MS PowerPoint file

Task number eleven:

Create a new folder on the desktop with a right click of the mouse. Name
it. Repeat the action until you have 4 folders on the desktop.

Move created folders to a new place e.g. My documents using different
ways: copy-paste, drag-drop.

Choose one folder to delete by drag-drop action and the other folder to
delete using a right click of the mouse.

Create a folder and a sub-folder in a Documents library and name them.
Change your file view on the window from "list" to '"content'’.

Rename a created sub-folder.

Open MS Notepad, type “My first file’”’, save the file in a created
sub-folder.

Copy the created file in the sub-folder and place in the folder.

15
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® Open the file and make corrections then close saving with a different

name. Delete the renamed file. Find it in the recycle bin and restore.

Notes:

MS Word

Task number twelve:

Lable the elements of MS Word window. Tell what they are for or what they

do.

T} Document | - Microsoft Word El@]8|

i Ble Edt View I™ta Format Tools Jeffe Window Help Type a question forhelp = X
EERREE T2 W TR AeRete P
Normal esNewRoman = 12 & | B g\_%légg_ﬂiz_:z *;?]E]-W-_AA- Z
I
3 5 6 9
- O

16
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Task number thirteen:

Create a new document in most convenient and familiar way to you (by
running Word, clicking on the icon on your desktop, etc.).

Create a text about your computer and its structure. (Remember the
contents of the previous session "Computer Structure, Mouse,
Keyboard").

Type a 4 line text, use the Enter key to start a new paragraph and list the
computer devices.

Show and hide special unprintable symbols.

Start the Word document and type a sentence: In the everyday life, the
importance of information technology is great!

Highlight half of the text (using the mouse and keys).

Highlighted part of the text copy, cut and paste into another place (try

the tool buttons and context menu).

17
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e Using the context menu and tools buttons, change the text font, size,
style, color, alignment, indents, etc.

e Using the toolbar button and using the main window menu command,
insert two tables of two columns and 3 rows into the document. Use the
table formatting commands to change the number of columns in the
tables, the number of rows, write the text, and change the appearance of
the tables.

e Insert a graphic object into the document, a picture. Modify the

properties of embedded objects.

Notes:

18
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Information searching

Introduction

One of the main and needed uses of the internet is a way to find out information, obtain and
process information on the Internet. There are millions of websites providing free

information, and a search engine is a way to find the website you’re looking for.

How do you search for information online? What are the ways for searching things online?
What are "keywords? Will it make my life easier? How not to get lost in the information

available online?

The main aim of this module is to learn how to search for information on the internet, use

search engines, search for things by key words.
We will focus on the following steps:

- Basics of searching for information on the internet - where?
- Basics of searching for information on the internet - how?

- Info overload & Key words - what is it?

i

19
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Basics of searching for information on the internet - where?

Internet search engine

The search engine - the gateway to the world of the Internet, whether on your home
computer or mobilephone: to find what you are looking for in the wealth of content on the
Internet, there are search engines. The best known search engine is Google, but there are

also search engines from other providers such as Microsoft (Bing) or Yahoo.

Search engines are comparable to a kind of information that searches the Internet for you.
For example, you can query the football results of the last match day or cooking recipes in a
search engine, for example by entering "Recipe Strawberry Jam" in the search field. The
search engine provides you with the answers to your search in the form of references to

Internet pages, so-called "links".

The use of search engines is free of charge, but the little helpers mainly make their money by
showing advertisements and collecting data. If you want to search more anonymously on the
Internet, you can use data protection-friendly search engines such as Startpage, forward the

search terms to Google as an intermediary and thereby anonymize them.

20
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Where to find search engine? In one of the web browsers.

The browser - the tool for surfing the net. Those who use the Internet are mostly on the
world wide web. This is called “surfing” (read: surfing) because you move around the
Internet like a surf rider, not just in the sea, but freely on different computers within the
large global network. There is a simple rule: If you want to view websites, you need a special

program, a browser, in addition to a computer, smartphone or tablet with Internet access.

We open one of the selected web browsers and enter Google.com in the address bar - one

of the largest and most popular search engines. Then - just click Enter key

> € | G |google.com

& chglechmm=xsnlfaulhmwsev Set as default

= o

Web Store Add shorteut

21
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The Google search page will appear. Enter the search term in the field under Google

caption and marked with a magnifying glass on the left. Then click Enter key.

Google

=

Google Search I'm Feeling Lucky

3 It's Data Privacy Day Take a quick Checkup to review your settings

Task number one:
Try searching for something on the internet by yourself. What information can you search

online?
(Choose the right answer (YES/NO) to the statement.)

1. Weather for the next 10 days in another city. YES / NO

2. Contact phone for the nearest shoe store. YES / NO

3. I can only search for text, for example the text of my favorite song. YES / NO
4. | can find my favorite song and listen to it right away. YES/NO

5. Very personal and private data of the president. YES / NO

Notes:

22
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Yes, thanks to the internet search engine we can check almost everything that comes to our
minds wherever we are. Dangerous, prohibited, offending content that harms personal

dignity, very private personal data, etc. are promptly removed from the internet.

Yes, there are special units that, for now, consist of real people! Those people read, check,

search and delete such content.

Basics of searching for information on the internet - how?

Google it!

Web browser - from now on we will speak Google. It's a
simplification and everyone will understand you. But
remember that there are other browsers, for example Bing.
But definitely Google is the largest and most popular. So
popular that a word was created from it - google it means -
look for it in your browser. Yes, in Google you can search for

text, but also images, video, music, tv news, radio and then

play it back.

23
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- Call up a search engine. P

b,

- In the Search field, type the word

Tomato Soup.

- Click on search or press the Enter key. r

- How many entries do you get?

Search....

- What is the first result?

- Where are the images for the searched word?

Notes:

24
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As already mentioned - everything can be found on the Internet. Almost everything. But

surely you can find various things, e.g. text. The text information is searched and shown first

in the browser.

G tomato soup - Google Search x +

& C @ googlecom/search?q=tomato-+soup&og=tomato&aqs =chrome.1.69i57j017 3297j0j4&sourceid=chromeiie=UTF-8

GO g|e tomato soup $ Q
» Q Al &) Images Q Shopping [ Videos B News i More Seftings  Tools

About 295,000,000 results (0.59 seconds)

www.bbc.co.uk » food » recipes » tomatosoup_13560 v

Tomato soup recipe - BBC Food
P Bl %%k Rating: 4 - 14 votes - 1 hr

]

This fresh and simple tomato soup recipe is perfect for using up a glut of home-
grown tomatoes.

www.theguardian.com » lifeandstyle » wordofmouth » jun > how-to-c... ~

How to cook perfect tomato soup | Food | The Guardian © w4
13 Jun 2012 - It's portable, ...

veggiedesserts.co.uk » Main Meals » Soup ~
Easy Tomato Soup Recipe « Veggie Desserts

%% %k Rating: 5 - 15 votes - 20 mins - Calories: 127

18 Jan 2019 - This delicious easy tomato soup recipe only takes 20 minutes to
make and 6 simple ingredients. It's quick, creamy and is vegetarian, vegan and ...

allrecipes.co.uk » ... » Tomato soup » Easy tomato soup v

Homemade tomato soup recipe - All recipes UK
gl * k%% Rating: 4.8 - 43 votes - 1 hr 10 mins

[&) More images.

Tomato soup <

Food

Tomato soup is a soup made with tomatoes as the primary
ingredient. It may be served hot or cold in a bowl, and may be made
in a variety of ways. It may be smooth in texture, and there are also
recipes which include chunks of tomato, cream and chicken or
vegetable stock. Wikipedia

Variation: Gazpacho

Nutrition Facts
Tomato soup ~

By clicking on the button next to "images" we will display images, photos, drawings of the

given word.

G tomato soup - Google Search X +
<« @ google.com/search?’q=tomato+soup&source=Inms&tbm=isch8sa=X8wved=2ahUKEwiGke6K8KfnAhVOpHEKHaBaCIEQ AUoAXoECBQQAWEbiw=15368&bih=6838k¢
Google tomato soup a L Q
Q Al & images & shopping [ Videos & News i More Settings  Tools
— —

a campbell's

izt

cream

@ grilled cheese

@ recipe

oogle uses cookies to deliver its services, to personalise ads and to analyse traffic. You can
fjust your privacy controls at any time in your Google settings.

:am more m

Best Classic Tomato Soup Recipe - How
delish.com

Tomato soup recipe | BEC G

bbcgoodfood.com inspiredtaste.net

Easy Three-Ingredient Tomato Soup

S ..

heinz g pasta '@ chicken

The Best Ever Tomato S
tasteofhome com

Tomato soup - Soup reci
goodhousekeeping.com

25
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Search results can be very large, e.g. for our word "tomato soup" more than 6 million results

were found - various pages, texts, recipes, photos, etc. At the bottom of the page you can go

to the next page with results for our search.

Go« i.gle tomato soup

12 Aug 2018
Homemade roasted tomato basil soup -- a great way to use up fresh tomatoes
e " and so delicious you'll never
> 1:13

Fresh Tomato Soup |> Quick & EASY <| Spend With Pennies

https:/mww.spendwithpennies.com » Recipes » Soups & Stews
(W 29 Jun 2019

you will find! Garden fresh

Searches related to tomato soup

fresh tomato soup recipe quick tomato soup recipe with canned tomatoes
creamy tomato soup recipe healthy tomato soup recipe

tomato soup with tinned tomatoes cream of lomalo soup recipe

roasted tomato soup recipe tomato soup recipe sanjeev kapoor

Stay up to date on resulis for tomato soup.

‘ Goooooooooogle >
123 45 67 8 91 Next

IMPORTANT

Homemade Tomato Soup is quite possibly one of the most perfect soup recipes

You can limit the number of results found. By using operators, you can reduce the number of

search results so that you get the desired result faster:

- + searches pages on the WWW that contain both terms (space before the +, no space after

the +)

- - searches pages on the WWW that do not contain the term with the minus (space before -,

no space after -)

- " searches for related terms

26
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Task number three:

- Call up a search engine

- Enter the keyword: nurse

- Enter: nurse job

- Enter: nurse + job

- Enter: nurse + job - Poland

- Now enter: a pension tax liability insurance

- Now enter: + pension + tax + liability insurance
- Now enter: + pension + tax - liability insurance

- Test other combinations.

Notes:

)
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WARNING!

What else should be considered when searching the web?

Despite the fact that there are internet cleaners and people who remove some content
(previously mentioned) there is no central authority that decides where someone can
publish something. That means:

- Everyone can present. It can not only be serious and true content, but also dubious or lied.
- Somebody don't delete or update their pages. Often you find outdated material,
sometimes the date of the last change is not recognizable.

- The text on webpage can be sponsored, it can be an advertisement.

28
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How do you search for information and save it to your computer?

To avoid clutter on the monitor desktop, some rules must be followed.

Skizyniz.jpg

P \

Create a new folder on your computer desktop, e.g. ‘internet’.

SENIOR
New Teoc_h/

After searching for our word, to save the image, right click on it. From the menu, select the

command ‘save as’ or ‘save image as’.

29
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¥

GQ gle strawberry a ¢ Q

Q Al [Elimages < Shopping & News [ Videos i More Settings  Tools

. clipart “ cartoon # fruit ﬁ chocolate @ transparent %’

300gle uses cookies to deliver its services, to personalise ads and to analyse traffic. You can
djust your privacy controls at any time in your Google settings.

-earn more m

ice cream

Open link in new tab
Open link in new window
Open link in incognito window

1000 x 749

Save link as...

All About Strawberries | Nutrit Strawberry - Wikipedia Strawberry Proteomics at Copy link address
berryworid.com en.wikipedia.org thermofisher.com

Openimage in new tab

Save image as... ‘
. Copy image
") Copy image address

Search Google for image

Inspect

In the newly opened window, select the 'desktop’ option on the left.

GO gle strawberry B & Q
@ save As X
« ~ 4 A > ThisPC > Desktop > v O Search Desktop r

Organise ~ New folder > 0
~ ] ) leam i )
Name Date maodified Type Size 1

3 Quick access

B Deskiop - puplit 29/01/2020 01:58 File folder
Google uses internet 29/01/2020 05:57 File folder
adjust your p | ds A
Learn more E s A
& »
k
v o<

File name: | StrawbErM

Save as type: | JPEG Image

All About
pemyworld ~ Hide Folders

Cancel

=

Py ..I..—-“

Now select our previously created 'internet' folder. Click on it twice.

30
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In the field below (marked with an arrow) change the name of the saved image. It can be any

name. We do this because sometimes things downloaded from the Internet may have the

same name. There cannot be two things with the same name in one folder.

C @ google.com/search?q=strawberry&tsource=Inms8itbm=isch&sa=X&ved=2ahUKEwjlvY_kjbjnAhVxt3EKH/GUB /10_AUoAXc
-~
20 g|e strawberry B ¢ Q
€ saveAs x
e v 4 » This PC » Desktop > internet v QO | Searchinternet £
Organise ¥ New folder =55 0
7 ~ eam
¥ Downloads  # MName Date modified Type Size
fj Documents A
iy " No items match your search.
le uses &= Pictures A
t your p
more
= This PC
B Natmnrk wh s
Save as type: | JPEG Image
~ Hide Folders Cancel
BT TR

Info overload & Key words - what is it?

The largest search engines claim to have indexed (saved) hundreds of billions or even billions

of websites. It would take billions of A4 pages to print out this enormous amount. This would

result in a stack of paper several hundred thousand kilometers high. And this pile grows

many kilometers every day. How do | find the sheet that contains the information | am

looking for?

31
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However, you will quickly notice how difficult it is to find not only any hits, but also matching
hits. A search engine always gives you a hit if it exactly matches the combination of letters or
digits (a character string) you are looking for, which is located at any point on a website that
is stored in the search engine's database.

But even if search engines such as Google do a lot of thinking for us and already deliver
surprisingly good results with just a few search terms, you should be familiar with the basic

search options to make the search successful

Keyword research is a search engine optimization technique used to identify search terms
that people type in to locate information for a given topic. This can be done through a

variety of different methods.

Ask yourself which key terms are important for your search and combine them with each
other. If you are looking for maths, for example, you could add the terms “high school”,
“teaching material” or similar to your search to narrow the search results.

Or

You want to spend your next vacation in a holiday home in Sicily. If you simply enter "l am
looking for a holiday home in Sicily" for a search engine, this will unfortunately not lead to
the desired results, since the search engine no human intelligence. Therefore, you have to
ask yourself before each search: Which words are relevant for the search and how do |
combine the search terms with each other? The most important word in your question is
vacation. If you simply enter the term vacation in a search engine, you will be amazed at
how many hits are delivered to you. You'd think the whole internet was just holiday deals

(estimate how many pages the Google search engine would find and then click this link).

32
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To avoid drowning in the flood of information (or data) that is delivered to you, you have to

specify your search query. All search engines offer different options to combine search

terms with each other and thus narrow down the search query. Ask precise questions to get

precise answers.

= AN
RN
— R i E

NN =
- ~ |
= , SN
o -
= 4

The best thing to do is to enter the search terms themselves in lower case letters (only then

will all forms of writing be found) and always in the singular (since the words appear more

often in the singular than in the plural).

IMPORTANT - REMEMBER:

1. Concise keywords - Full sentences are not only unnecessary typing, but also offer no

additional profit in the results.

2. Specify your search - enter more than one word, e.g. holidays Sicily.

3. Don't ask questions. If you want to know the weather tomorrow, enter - weather Tuesday.

4. Use quotation marks if you're searching for a specific quote, e.g. "He stepped down, trying

not to look long at her”.

5. Use lower case letter.

33
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Task number four:
In the bulleted area, enter the query you would type into the Google search bar to
achieve the results referred to in the task. Use the Google operators you know.

a) Search in Google for websites containing information about various animals, but not dogs.
b) Search the Google search engine for websites containing the following words:

disgusting, free, customer service.

c) Search the Google search engine for the entire text song “you got mud on your face, you
big disgrace”

d) Search articles in Google search engine whose title contains the phrase: excess

information.

Notes:
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Online Security

Introduction

The Internet is a great world. We can find everything on it. The Internet can help us when
looking for specific information, to solve everyday issues. The Internet can also bring

entertainment to our homes. The Internet is all around us and becomes part of our lives.

This introductory section is intended to bring Online Security to the beginner with the
Internet. The problem of Online Security could be challenge for an experienced user too. Our
effort is to provide the beginner (who may not have sufficient professional knowledge) with

the maximum information to be prepared for a big entry into the world of the Internet.
We will focus on the following steps:

- Introduction to Online Security — the main things about Online Security
- Web Browsing

- Online communication

- E-mail

- Social networks

- Passwords

- Computer security/Data protection/Download files and programs

- Using public computers

- Shopping over the Internet

- Internet banking
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Introduction to Online Security — the main things about Online Security

Everything seems absolutely simple. We take our device, connect it to the Internet, take a
credit card, and start shopping. We need to buy something--- but the goods will be sold out

soon!

We often act quickly, but we are not thinking about the consequences anymore. The
Internet can help us, but it can also be very dangerous for inexperienced users. Important
information may be stolen in a moment. It is important to be prepared for life on the

Internet. Internet security is the cornerstone of Internet life.

Task number one:

Do you know the answer to the following questions?

(Choose the right answer (YES/NO) to the statement.)

v Do you know that the Internet can be dangerous for us? YES / NO
v Are you afraid to use the Internet? YES /NO
v/ Are you using an antivirus program? YES / NO

v Do you use a firewall? YES / NO
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v/ Are you clicking on anything on the Internet or not? YES / NO

v Do you remember all of your passwords that you use on the Internet? YES/NO
v/ Do you share all the information on the Internet? YES / NO

v Do you know the current condition of your device which you connect to the

Internet? YES / NO

Notes:

It is not easy to be prepared, but it is important to be at least informed about the most
significant points leading to safe movement on the Internet. The issue of security on the
Internet is difficult even for experts. A beginner may be confused or frightened. It is essential
that every user tries to get acquainted with the main elements of Internet security. It is a

never-ending process.
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IMPORTANT:

Invest money and your time in the security of your computers and try to keep them safe and
in good condition! If you do not understand the issue of security on the Internet, look for

experts who will help you with the initial setup and regular maintenance!

Notes:
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Web Browsing

Browse the web with a web browser and find interesting information. Sending and receiving

emails. These are the basic possibilities that the Internet offers us.

Hackers and virus makers can infect the computer if the user set low security level in the
e-mail application and web browser. They can do this by sending a malicious e-mail or by

tempting to visit a malicious site.

Task number two:

Try to find basic information about these terms on the Internet: phishing, spoofing.
Is there any danger on the Internet that is associated with these new words?

(Please enter the main things in the space provided below.)
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Notes:

Task number three:

Which image is an example of phishing?

Please make any tag next to the image that shows phishing.

(For easier identification, here is a brief description of what phishing is.)

Phishing is a deceptive act to lure your personal information such as credit card numbers,
passwords, and other important information. It can also be described as identity theft or as a
type of social engineering.

We can encounter scams of this type:

- in the Emails that appear to be from our colleague or anyone we know well

- on our social networking website

- on various fake websites that donate donations to charities

- on a website that we feel familiar, but has a slightly different web address, so it is hard to
notice

- during our communicating on the Internet

- on our mobile device
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Fraudulent information often relies on links in emails, websites, or chat that seem to come
from a service you trust, such as your bank, credit card provider, or your social network.
The goal of social engineering is usually to silently install spyware or confuse you to reveal
your passwords or other financial or personal information. Never respond to unsolicited

prompts to update your account information!

Notes:

Google

o

Gmail - - a 0 & - %- [
Important: Your Password will expire in 1 day(s) Inbox  x = B

MyUniversity 12:18 PM (50 minutes aga) LS -

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renewal

fﬁ-x

=i
eRee

@_ 3 Thank you
L%% “4e  MyUniversity Network Security Staff

A=
MY UNIVERSITY

Source of this image: www.imperva.com/learn/application-security/phishing-attack-scam/
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11:03 AM

Re ¢ <info.9912U8d-uxohmi

Ticket ID 9328321743

Billing - The SSL Store

Dear Cosumer,

We inform you that our automaled system has detected an unpaid sum (invoice n * 9328321743) on your

rackspace invoices for this year, and to solve your situation we propose you to devote 2 minutes of your time and go

on our page to settle your bill.

To access click hera

Note: Please perform the activation within 24 hours as the link above is only valid during this time period.

Thank your for using rackspace.

Source of this image: www.thesslstore.com/blog/phishing-email-examples-the-best-worst/

File Message Help Q Tell me what you want to do
IS Ignore @ E (_): ((_): _:’: @Meeting
%Junk' Delete Archive Reply Reﬁﬁllly Forward Eﬁl:l Mores

Drelete Respond
Tue 3/12/2019 3:35 PM

Regarding Job
To

—
EE% Shona Dyck Resumedoc
—=| 37KBE

How are you doing?
My name is Shona Dyck and I'm interested in a job.

I've attached a copy of my CV.

The password for the document is 1234

Thank you!

Shona Dyck

Source of this image: www.thesslstore.com/blog/phishing-email-examples-the-best-worst/

| ™ archive - adam... —> To Manager

™ Team Email <_) Reply 8 Delete

g
7 Create New

Quick Steps

SD  Shona Dyck <tmpmustang@cox.net>

Regarding Job
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Panuword:
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facebook

m Facebook helps you connect and share with the people in your life.

Facebook Login

Tmadl sddrayy:

Fanvword:

ﬁ Errp me Iogged &=

7 4ot Faswbook ki my home page

m &f Higa ws Tor Tacebook

Forgofins your pasvened?

Lnghsh (UM} Engian L) Cymwseg Espafnl Pormugobs el Tranges Fresce) Deutich Mabarg bend fef

!
Facemok & F011 Babile - Find friesas - Radges - People - Papes - Aboar - Adverising - Oreane 2 Page - Dewsiopers :

&
¥
-
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Source of this image: nakedsecurity.sophos.com/2011/06/03/facebook-phishing-spot-the-difference/
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IMPORTANT:

All previous images displayed some form

of phishing!

Let's look at the last picture in more detail.

Rk Ll

L Login | Facebook

The real page says “Log in" in the title.
. = Irenically, the phishing site is more
| That's not Facebook’s URL ; consistent than Facebook on this

Login | Facebeak

facebook

m Facebook helps you connect and shane with the peagle in your life.

|:1| S i ’: ’:J B e f o Ausi 2 sbestibcs o/ epdate findexd phe v | .".‘11 Grcale Q:- ij =

No SSL padlock

Facebook Log

“Email address™ not
“Email” on the real page

Lrmail

Paruwerd:

Wrong year in
copyright message

Erglith 0US Francaly

&l Kere me logped is

m B¢ Shgn up Peer Faselask l
Fesgen your Bapuwane? "Forgurtlm" F'Iﬂt"Fﬂl‘th" \

on the real page

francaid (francel  Deutics Haliano R fied

Different languages | !'

Missing links
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Source of this image: nakedsecurity.sophos.com/2011/06/03/facebook-phishing-spot-the-difference/

As you can see from the picture, there was created a page that was supposed to look the

same as the official Facebook login page. If the user is inattentive, his

information will be lured out and his or her identity may be misused or stolen.

or her login

Spoofing is a type of cybercrime involves using fraudulent information and trying to

convince a person that he is on the right website and get him to reveal his personal

information, such as a credit card number. Fake Website = Spoofing
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How can we protect ourselves?

Keep your firewall on.

Always keep your software and operating system up to date.
Always have an up-to-date antivirus program.

Always have an up-to-date antispyware program.

Do not click without thinking on all links.

Notes:
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Online communication

The Internet has made communication easier for the world. Online communication is used
by all Internet users. The transmission of any information to the addressee has been
minimized. We are mostly unable to follow any further fate of the information we send.
Facilitating communication over the Internet brings with it risks and we have to think about
it. Prudence in sending more sensitive content, such as personal data or private materials, is

therefore right.

b

Task number four:
What tools do you know for online communication on the Internet?

(Please enter the main tools in the following free space.)
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Task number five:

What can be the risks of online communication?

(Please enter the main tools in the following free space.)
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IMPORTANT:

Online communication on the Internet is very popular. Previously, sending the email was
among the fastest communication. Now we can communicate in real time. The only delay is
due to keyboard control practice or the speed of our speaking. We can use tools like Skype,

WhatsApp, Messenger and other.

The biggest risk we take on the Internet is the loss of privacy. Be aware that what we post
on the Internet can usually be undone and deleted. Personal information and passwords

may be stolen.

Don't trust every piece of information you get online. Protect your privacy!

Notes:
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E-mail

The main communication channel is the e-mail on the Internet. Through e-mail, we
communicate privately and at work. Email is used to send and receive e-mail. Its usual part
has become an attachment. By e-mail, it is possible to send a set of smaller data dimensions,
such as documents, without any problems. Some risks are associated with the mailbox.
Some are just annoying, such as spam. However, some unsolicited mail is intended to get
personal data or even login data from you. Here too, it is necessary to beware and pay
attention to the potential risks that are related to the Internet environment, namely by

e-mail.
Task number six:
Do you know what SPAM is? Use the Internet connection to find out more about this term.

(Please enter the main information in the following free space.)
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IMPORTANT:

Spam is junk e-mail, an e-mail sent to a huge number of mailboxes. It is not a targeted
advertisement for a selected group of people, but a mass distribution of a given message
(advertisement) to anyone. Another common feature of spam is that the sender's address is

spoofed. It is replaced by a non-existent sender or replaced by the recipient's email.

SPAM may include a dangerous attachment. Never download or open an attachment

when it is an untrusted message.

Using antivirus and firewall helps us to evaluate SPAM, move spam and unsafe messages

to SPAM folder.
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Social networks

Social networks allow you to share experiences with your friends, but also with strangers
who you allow. There are many thematic networks - designed to familiarize, search for and
maintain relationships between classmates or acquaintances, minority networks or some
form of expert group. Different social networks also have different rules and habits.
Therefore, we cannot expect for different networks to have identical rules for their safe use.
However, we would find some common safety recommendations that apply to all networks
without exception. They concern the careful sharing of private content or personal

information.

Task number seven:

What social networks do you know?

(Please enter the main social networks in the following free space.)
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(Please enter the main risks in the following free space.)

Task number eight:

What can be the risks of using social

networks?

IMPORTANT:

One of the most widespread social networks at the moment is Facebook. It is used to
connect between known and unknown people. Risk is associated with an uncontrollable
need for presence on this and other social networks. People spend their time connecting to
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the Internet and communicating with strangers on the other side. Risk is associated with loss
of identity, disclosure of private information, often communication with someone who
created identity according to our requirements. This person tries to be our friend, but often

tries to abuse our privacy and information.

Let's not share our privacy with an unknown person!

Notes:

Passwords

Passwords are keys that are used to access different types of accounts, whether on a
computer, corporate network or services, businesses, and other online portals. If these data
are stolen by criminals or other malicious users, they can access accounts and cause

considerable damage.

These include, for example, obtaining computer control, transferring money from a bank

account, making online payments on behalf of the account owner, stealing identity, and

misusing it for various types of crime.
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These cases are often detected when it is too late. Fortunately, it is not difficult to create a

complex password and protect personal data.

Task number nine:

What password do you use for your internet banking?
(Mark the password that you think is strong enough.)
A. 1234567

B. password1234567
C. lifeinparadise
D. Life@in@paradise123321

E. 7654321password
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IMPORTANT:

People don't like passwords. They must remember them all, they must remember a large
number of passwords. They try to use simple passwords, constantly repeating passwords.

When their account is misused, they are surprised and do not understand what happened.

We must be able to use the computer keyboard to create a strong password. The password
must contain special characters, and when the user is unable to use the keyboard, it is

difficult to use those characters.

Do not share passwords with anyone, do not send passwords in email, messages, or in

other communications!

Notes:

Task number ten:
Revise your passwords that you use to sign into emails, social networks, etc.

Do you still think they are strong enough and well chosen? Try to create a really strong

password!

Notes:
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Computer security/Data protection/Download files and programs

Just as we protect our homes with doors and locks, it is necessary to protect our computer
and the data stored in it. Underestimating the security of our computer may result in the
loss of sensitive data, the loss of usernames and passwords, and their subsequent misuse of

illegal enrichment or committing crime on our behalf.

Data in the computer are the most valuable. Lost or damaged family photos, videos or work
stored in different types of documents cannot be replaced. It is therefore good to keep in
mind data protection in several areas. The first area is to back up data because even hard
drives of computers can be damaged. The other area is sensitive data encryption or data
encryption on computers shared by multiple users. The third area is data sharing policies,

especially their sharing on the Internet.

Downloading files and programs from the Internet is one of the frequent activities on the
computer. However, downloaded files may contain unwanted code that infects your
computer. Therefore, it is good to follow several guidelines that will reduce the risk of

infecting a computer or eliminate it altogether.
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Task number eleven:
Do you know how a firewall works? Draw a basic image that shows the function.

You can also use the Internet to find more information and then get inspired with the

pictures.

(Use space to draw a picture.)

Task number twelve:
Is it important to have only legal software? Are there any risks of using illegal software?

(Use the free space for your comments.)
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Task number thirteen:
Do you know the answer to the following questions?

(Choose the right answer (YES/NO) to the statement.)
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v s it important to regularly update the software on our device? YES / NO
v Will data backup help us to rescue data when the hard drive breaks?  YES / NO
v Will antivirus and firewall help us protect the data on the disk? YES / NO
v s it important to think to whom | will give my private data? YES / NO

v Should | save my passwords automatically on the device | use? YES / NO

IMPORTANT:

Our data is very important. Data needs to be protected. The protection must be set for
targeted theft, against a technical problem. Regular backups, regular system updates, use of

antivirus and firewall... these are the main points that will help us with our data.

Notes:
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Using public computers

When working with a public computer in a library, an Internet café, or at an airport, care
must be taken. Also, the connection to the public wireless network is associated with
security risks. Learn the rules that make your actions safer. We must also not forget to

secure your home wireless network.

Task humber fourteen:

Your computer is broken. You are on your way to the library where you want to use the

local computer to make a concert reservation. Do you think this is a good idea?

(Use the allocated space to defend your intention.)
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Task number fifteen:

Can | use my smartphone for the same purpose (buying and booking concert tickets), when a

device is:
A) connected to free Internet connection at the train station (WIFI technology)
B) connected to the operator's data network

(Use the allocated space to define your option.)
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IMPORTANT:

Computers (and all other devices) that are freely available and shared are not suitable for
private use. There is a high risk of data leakage and misuse (passwords, credentials, credit
card numbers, etc.). These same risks are associated with a free internet connection (WIFI

and LAN connection), even if we use our private device.

Notes:
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Shopping over the Internet

Online shopping is becoming more and more popular. We are attracted by lower prices of
almost all kinds of goods compared to the purchase in the store and the possibility of quickly
comparing the goods and obtaining information about these goods on the store pages. Time
saving and the ability to shop at any time of day or night is also of considerable significance.
The risks associated with online payments can discourage us. By adhering to the security

principles, we can minimize all the risks.

Other modules are involved in online shopping.
Let us review only important rules:

- check the credibility of online shops (store reviews, discussion forums, etc.)
- keep your device secure and updated

- use an antivirus and a firewall

- check your Internet connection security

- do not enter private information into a store that is not trusted to you

- read the terms and conditions before ordering
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Notes:

Internet banking

Internet banking allows us to conduct banking operations from any computer connected to
the Internet 24 hours a day, 7 days a week. Internet banking now offers almost the same
features as the usual bank branch. Typical Internet banking features include ordering
payment, direct debiting, tracking of accounts, as well as investing in various financial

products. For secure Internet banking, a few basic rules are required.

Other modules are involved in online banking.
Let us review only important rules:
- take care of your device that you use for Internet banking (use antivirus, enabled

firewall, enabled automatic updates)
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learn about security risks when using a credit card on the Internet

- check your Internet connection security

protect your private information

- always check and read everything thoroughly

Notes:

check your bank's terms and conditions

SENIOR
New Teoc_h/

66



PR Funded by the @SEl\"OR
WS Erasmus+ Programme
LAl of the European Union New Tech »

Online booking

Introduction

The internet offers lots of opportunities to make our lives easier. One of which is booking
tickets for events, flights or arranging travelling to other places. We will show you and teach
how you can benefit from the services on the internet. If you have not tried to use the
internet before for such purpose it might seem scaring and risky to use your data online. In
this module we will explore precautions you need to take to keep safe and enjoy booking

services from the comfort of your home.

The purpose of the module is to encourage people to use actively the computer in their daily
lives and use available services such as booking online.

When learning you will get acquainted with various types booking services provided on the
internet. You will explore search engines which help to find and compare the service
providers and services they offer. What is more, you will learn about the means of data
provision while booking something and safety rules when providing personal data. The
potential consequences of personal data transfer online will be explained to you as well.
Finally, you will be able to plan your holiday: book a flight, a hotel, arrange your excursions

and transfers from the comfort of your home.

We will focus on the following steps:

- Basics of online booking
- Test use of an online booking service provider (flight ticket, hotel room)

- Learning to identify a safe online booking
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Basics of online booking

The internet or World Wide Web is not organized, edited, or controlled by anyone — it
consists of billions of websites created by individuals, companies, and organizations.
Websites are made up of web pages which contain information in the form of text, images,
and audio and video material.

Websites can provide information or entertainment, sell a product, or promote a service.

A browser which is installed on your computer lets you view websites on the internet. Every
website has an address - sometimes it is called a web address, URL, or a domain name. The
best way to access a specific website is to tell your browser to go directly to the website’s
address. But if you do not know the address you can find it using search engines to find the

information you need. Most popular is GOOGLE.

Task number one:

Are the statements “True” or “False”?

1. There are only 4 search engines.
True False
2. Search engines help you find information.
True False
3. Asearch engine is useful if you know the website address.
True False
4. A search engine is useful if you don’t know the website address. True False
5. Asearch engine is a website.
True False
6. A search engine is part of the Internet.
True False
7. Asearch engine is a software program that you buy.
True  False

Use keywords to search for web pages that contain information that interests you. It is the
most basic, but often most effective, internet search. Keywords do not describe what you
are looking for but are words that appear on the websites that you wish to find. Exclude

words like “a” and “the”.
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Task number two:

Find the information on the Internet.
a) You want to visit a cultural event in your town. Find all the information about the
event which you could visit the next week (date, place, etc.).
b) You want to visit your friend in another town in your country. Find the possible ways

of going there at about 9 a.m. on Saturday.

With the current technology, you don't have to visit local travel agencies to finalize all your
travel plans. All you need is access to the internet and a credit card to reserve your flight
tickets and make hotel bookings within minutes. If you are planning a trip or vacation, take
advantage of the benefits of making online reservations to help you save both, money and
time.

All the websites providing booking service have main elements in common. Let's examine

the website www.booking.com which provides hotel booking

service in 40 languages and assists or supports customers 24/7. It is a user friendly and
informative website that can be accessed in more than forty languages. It also has a solid
infrastructure to ensure that the booking and payment process are reliable. Other sites that

are great for online flight and hotel booking include hotels.com

Notes:
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Open your web browser and write the
address in the address box of your

search engine.

Google

When you are in the website, follow the steps indicated. If you are registered user, you may
sign in, but it is not necessary.
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destination ( \ { ~ 6. number
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to book ] ™ .
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Find deals for any season

7. check your information
and click “search”
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Compare the websites and find similarities and differences:

Notes:

hotels.com

booking.com

When choosing the place to stay and book you are advised to choose filters to make your

search easier.There are lots of them:

You budget,

e Property type,
® Location,

e Star rating,

e Meals,

e Facilities, etc.

Narrow your
search

Filter by:

Your budget

[[] €0 - €50 pernight
[] €50 - € 100 per night
] €100 - € 150 per night
[[] €150 - € 200 per night
[ €200 + per night
Popular filters

[ centro

] Hotels

Information Sort by you Search using a
found preference map
1. Plaza Mayor, Retiro fark \ 9
Show more Map view

Madrid is 85% unavailable for your dates on our site. Have you considered staying nearby?
Alcobendas Getafe Las Rozas de Madrid

64% cheaper 57% cheaper 54% cheaper

14.9 kem away, B properties 12.3 km away, 6 propertie 169 km away, 7 propert:

Show more destinations nearby
Madrid: 540 properties found
Hotel Santo Domingo Promoted o So0d) I

© Centro, Madrid - Show on map EHE50 m from centre) - Metro access

Tk sannle sa lnabinn s this mamant
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Task number four:
You and your friend want to stay in Madrid for a weekend. You prefer to spend about 300 €
for a stay for 2 nights in the center of the city. Find a hotel there by using filters when

searching. You have the example of the search below:

Madrid Fri 25 Jan Sun 27 Jan 2 adults + 0 children < Search

D I'm travelling for work

Madrid
3 reasons to visit: Prado Museum, Plaza Mayor, Retiro Park 9

There's an indelible ‘something extra’ to life in Madrid. Whether its an additional flourish in Goya's paintings that line the Prado, or the extra pinch of
paprika that adds a kick to the already famo... Show more Map view

MSdrid: 1 property found .,

Filter by: - J
o~ i Eﬁ{éd;v}astﬁrstj Review score and price Star rating and price Distance from city centre | P ‘

'Xnur’.,l?udget

FJ € io - €100 per night Tip: Open the map to find your perfect place to stay

i 1

| [ €100 € 150 per night 19

i | : Good [

! 67 .

i [Je 15? - €200 per night . Breakfast included Hostal Alicante 554 revien S

| [ €200 + per night 88 © Centro, Madrid - Show on map E3(300 m from centre) - Metro access Location 9.3

d ¥ 5 people are looking at this moment

| Popularfilters TS Booked 17 times in the last 24 hours
1 Ceniro

{\ Breakfast included

1] pouble bed 1

Sl Piice for2 nigii:- N

Double Room e , €164
Only 1 room left! {
\ includes taxes and charges

Breakfast included.~"

When you choose the place to stay, you should fill in the form fields in the online form.

There are required and optional fields.
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Enter your details

dawn list

[ Choose from drop- ]\'mdm.arutnwmu bookangs on the gat

Optional boxes/felds

you travelling for work? Almast done! et Bl n the ™ raguered i

wour confirmaton ond e guede 1o Maorad fere!

Discount code at Madrid artractions

WA, Ty amd SCtwatres for derg

INCLUT JED

Free travel guide to Madrid
Ve B rnd yosd 8 pemicratced travel Juide with Efrachont st et oo s frssurtes
migr pou LoEFTRIoE wieut oodking,

NG L UDED

wy wer d Fae beesnfed turnmg Tue vy o o eddbon s coet

i Want to book » taxi or shuttie ride in advance?
repary et Frioen the svpedt b= v socommedsten acthaut o betoh, We' B aokd tew Q
U Doeohemg Ll ereatiun

Fm interested im renting & car

Mlaas the ey # owur of ponar g erud ihvex e Fure SERna @ 3D Dookeng conf sreetioe
Ask a question

Special Requests

Fleane wray your reguests ot Smgloh o Spomat

Sowre wil feaes® Sdewot e gucrintesd—adt e aoooerrrocaeon sl Ao @) Bl BT et posar meed
Yo cen wheans mode o Moo regues! offer vour booany 3 cormgrieder

E1 1 mauld ke o et roces
Your estimated time of arrival (optional)
2é-how front desk Hrig wheosver soa reed - powr oo will e ready ot LM

Mrvival thme: Friday, 28 January 2018 @ don? Lnow 't-| Trwe i bir Vnsend towe 2o

Review house rules
By clicking the button you proceed to

personal data where you should keep to

WO ROt smouhd Be you 10 doneE tO

= ha umolang
- Pty wre mot alowed Safet! TUIES.
By cmetumiing to the et step,

Cinly L option Ll

Next: Final detalls >

0N T worry — png SONT S ChanpEr pet
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Next step in booking a room to fill in your personal data.

http://www.hotelhunter.com/

www.tripadvisor.com

www.besthoteloffers.net

WwwWw.trivago.com

Task number five:

Find the possible websites through which you can compare hotel deals and book a hotel.
Find the possible place to stay for 2adults and 1 child, for 3 nights. Your destination is

Klaipeda, Lithuania. Your budget is 200 euros for the whole stay.

You can generally book a hotel room with either a credit card or a debit card. In rare cases,
you can even make a reservation with cash, a personal check or a money order, depending
on the hotel. But these payment options are also typically reserved for paying your final bill,
as hotels generally require a deposit to secure your reservation. Some hotels will allow you

to book a room without any type of payment card.

To find the information for booking a flight ticket you can use the webpage of a flight
company or agencies which offer the flight booking service. Usually you book and buy tickets
there. We suggest to use the agencies where you can procede the booking in your native

language.
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Enter your info

Country/region *

Lithuania El

Almaost donel Just fill in the * required info

No address needed for this reservation Name Change 2
Projektas

Telephone (mobile number preferred) *
Email

- 370 projektas@gmail.com

So the accommodation can reach you

Fill in required fields
[[1 Yes, I'll keep my confirmation handy in the app! Send
me a link by text message to the mobile number above.

‘ Your boocking includes: . greakfast « Free WiFi + Discol at Madrid attractions

7

pay at the hatel or

'pz'a.y online

When would you like to pay?

“hoose how you‘ll pay

@ vour card won't be charged nly need your card details to guarantee your booking.

Card type *

I = Select -

Card number *

| Uncheck the box if you don’t want to get
Expiry date * deals and spam

|
|01-Jan |v|/|f019 |*

CVC-code *

First check only then click to complete

/ \

email subscribers

¥ Get access to members-only deals, just like the millions of ot

Your booking is with Hostal Alicante directly and by completing

terms. and privacy policy.

is booking you agree to the booking conditi general

Onl room left!

[ Check your booking } & Complete booking

No need to call us! We'll send you instant confirmation to projektas@gmail.com

What are my booking conditions?
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Hotel booking tips

Beware of non-refundable hotel reservations that could cost you a lot of money if
you change or cancel them

Read cancellation policies carefully before you make a reservation.

When you make a reservation you will receive a confirmation email.

Print it and take it with you to the hotel.

The earlier in the day you check into a hotel, the more likely you will get a room that
matches your preferences.

The hotel requires your credit card details to guarantee a booking made in case that
it is cancelled after the deadline or if the client does not show up at the hotel.

There are websites which compare hotel deals and help customers to find the best

option for the reasonable price.

Task number six:

Find the best option for your stay in Madrid (exercise 4 task) using the following website:

https://www.kayak.com/.

Booking a flight

In this lesson you are going to learn how to book a flight online as well as how to get a great

price for your ticket.

Before booking the flight it is a good idea to do some research on the best price available.

There are many websites available that provide this service

We are going to be using Sky scanner which can be found at https://www.skyscanner.net/
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<« ¢ @ D i Skyseanner Ltd (GB) skyscanner.net

B suills Up & Paitas = Sveiki atwyke i.. B TrackRay: Logged Out [ Facebook BBIEULogin @) VIS £ Custom eLeaming De.. [T Education World: How... ) SeniorNew Tech % Websites & Domains -...

7% skyscanner

* Flights

ORetun @ Oneway @ Multicity
From To

Kaunas (KUN) = Madrid (MAD)

| ] B ~caneary aiporns

B oirectnignts oniy

- ® fr | Qe

E£GBP Log in

Cabin Class & Travellers

/012019 04/02/2019 1 adult, Economy

Search flights

SENIOR
New Teoci'l/o

n @ =

Step 1. You will need to choose where you want to fly FROM and TO and a date for your

departure and return.

Step 2. Enter any other details that might apply to you and click.

Step 3. Search on the next page. Results will start a compile showing you the best prices

available from several Airlines.

[ Cheap flights from Kaunas to | X

& cG & @ & Skyscanner Ltd (GB)

- @ % Q

https://www.skyscanner.es/transport/flights/kur

S Skills Up €@ Pastas :: Sveiki atvyke j... TrackRay: Lagged Out [§3 Facebook [ EULogin @ svis " Custom elesming De... [H] Edu

&= Back to results

Outbound Mon, 28 Jan 2019

Details

all times are local

ioTr 06:15 o630 ; 14:45
- k v
KUN 1 stop WAW MAD
Return Mon, 4 Feb 2019
P 15:30 me . 00:457
. ; -
MAD 1 stop WAW KUN
Book your ticket

Economy class, 1 adult
Read before booking
lastminute.com

6867

Travelgenio
16807
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Tri
rip.com 23 € Sy
3g16

Book on Skyscanner

s 214 €

Viajes El Corte Ingles 27 €
2069

LOT | airline

Lo 222€

2797

Rumbo 224 €
1529

Kiwi com

246 € (@:LT
3150

EX Book on Skyscanner

Travelfrom.es

9000000

334 €
1423

Step 4. Check the times and price of the flight and when you are ready to book the ticket
click the select details of the journey which will be checked by Scanner.

Step 5. You will then be redirected to the relevant airlines website and you should double
check to make sure that the price is the same here as it was on the Skyscanner. As you can
see here the amount is the same depending on which airline you are booking with. The

process might be different.
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o7 skyscanner

Checking this fare is still available

Step 6. Click continue. On the next page check the box to accept the terms and conditions

and click continue again.

Step 7. You will need to enter your traveler information and click continue.

ikills Up & Pagtas : Sveiki atvykei.. [l TrackRay: Logged Out [ Facebook [ EULogin @ svis i Custom eleaming De

Passenger 1 adult (12+)

Ms / Mrs / Miss

Date of birth*

Checked luggage
Add luggage &nd ssve!

[T Select your luggage

0- No checked luggage: £0.00

1 piece of checked luggage, max 23 kg: £69.26

Please remember to check any travel restrictions that may apply to your chosen destination. It is necessary to travel
with 2 valid ID and all the required travel documents, including heatth requirements, visas, and transit visas for your

trip. Country-specific information can be found on the Foreign & Commonwealth Office’s foreign travel advice page. /™~

EB You can save up to 40% by adding

e.. [ Education World: How... ] Senior New Tech % Websites & Domains -..

Your trip to:
Madrid
b

ks Return Mon 4 Feb Durstion 8h 15m ‘

MAD 15:30 . 00:45*1 KUN
1Stop as
3h25m Intern:

Flights d

9 1 Passenger

Total price £204.57

Rates, taxes and fees included

Got a question? Chat with our experts!

Step 8. Now you will need to select whether you are carrying any baggage and click confirm.

Step 9. (optional in some websites) Select your seat for all the flights and click confirm.

Step 10. (optional) Decline the travel insurance (if you do not need it). Then scroll down to

the bottom and click continue again. On the next page you will simply need to enter your

credit card details to pay for the flight then click to purchase.
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P8l [ Checkout X

&« a o @ ' @ httpsy//securelastminute.com/booking/flight/64358 18C1FA! B @ | Q leskori o & IND =
EskillsUp  €Q Paitas : Sueiki atvyke ... ] TrackRay: Logged Out [FJ Facebook [l EULogin @ SVIS " Custom elearning De.. [3] Education World: How... [ SeniorNew Tech % Websites & Domains ...
Payment info
@  Credipebit Card visa @0 = o== @B
Fast and Secure with Credit/Debit Card = |== =

Card type*
Payment method

Card number*

Expiry date®

Secure payment with

VERIFIED
by VISA

As this is just a lesson we won‘t do this here but that is how to book a flight online.

Task number seven:
You and your friend decided to go on holiday in Spain for a week in October. You do not

want a package holiday so you have to plan and book everything on your own.
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Task number eight:
Your family of 4 people(2 adults and 2 children aged 10-14) decided to spend a fortnight in
Europe. You like travelling by train and bus. Plan your trip, book hotels, transfers, find out

the price of the tickets from one place to other etc. How much will it cost to your family?

Task number nine:
You would like to visit some cultural event in X country. Find the possible events, dates, price

of tickets, means of transport to get their, hotel to stay, book the hotel and travel.

Task number ten:
You would like to spend a week in Hawaii. But you do not want to have too much trouble to
organize the vacation. Find out the possibility to book “all inclusive” vacation with some

agency. Present two options for comparison.
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Online Shopping
Introduction

The aim of this module is to learn online shopping, namely what it is and its basic concepts,
and what constitutes as safe online browsing and shopping.

Knowing how online shopping works is very valuable nowadays since a great proportion of
the shopping market has moved online due to cheaper operating costs and easier access to
target customers. Not only shops but also banks, public transport companies etc. have
moved their business online. Consequently, having knowledge about safe browsing and
online shopping is crucial.

In this module you will learn how online shops operate and how to shop online in

accordance with good practices of online shopping.

We will focus on the following

steps:

- Basics of online shopping
- Test use of an online shop
- Learning to identify a safe

online shop




N Funded by the
Erasmus+ Programme
*ak of the European Union

4
*

Basics of online shopping

SENIOR
New Te:ivo

Online shopping takes place on the world wide web. The purpose is to buy certain products

or services from a distant location (from home, abroad etc.) and that no physical contact is

needed.

How to access an online shop

There is a plethora of online shops in existence. We recommend to start online shopping in

your country online shops as they are easier for learning and gaining experience.

Example: Type eBay in the Google search engine. eBay is a very popular global online shop

which is simple to use and offers good customer support and safety.

Google  aa = Q
Vse Shike Videoposnetki Novice Zemljevidi Vet Nastavitve Orodja
Priblizno 1.730.00( 0,38 sek

eBay: Electronics, Cars, Fashion, Collectibles, Coupons and More
https://www.ebay.com/  Prevedi fo stran

Buy and sell electronics, ashion apparel, collectibles, sporiing goods, digital cameras, baby items,
coupons, and everything 1 eBay, the world's

eBay Carl - Calegories - Car & Truck Parts - Electronics

eBay: Elektronik, Autos, Mode, Sammlerstiicke, Mébel und mehr ...
htips://www.ebay.de/  Prevedi to stran

Kaufen und verkaufen Sie Elektronikartikel, Autos, Kleidung, Mode, Sammlersticke, Sportartikel
Digitalkameras, Babyartikel, Gulscheine und vieles mehr bei

Bei eBay Einloggen - eBay Plus - eBay Verkauferportal - Einkaufen bei eBay

eBay: Company Information: Home - eBay Inc.

https:/fwww.ebayinc.com/ ~ Prevedi to stran

eBay Inc. (NASDAQ: EBAY) is a global commerce leader including the Marketplace, StubHub, and
Classifieds platforms. Collectively, we connect millions of

eBay - Wikipedija, prosta enciklopedija

htips://sl.wikipedia.org/wiki/EBay v

eBay Inc. je amerisko spletno podielje, ki je specializirano za internetne draZbe in spletno nakupovanje
kjer ljudje in mnoga podijetja kupujejo in prodajajo

Fashion & Tech Deals - Shop, Sell & Save with eBay - Apps on Google ...
htips:/play.google comistore/apps/details?id=com.ebay.mobile... * Prevedi to stran

Shop, sell & save with eBay! Discover best-selling brands and get discount deals on fashion, tech
electronics & so much more! Buy & Sell on the Go - 5 reasons

eBay < d) \
Podjetje

eBay Inc. jo ameniSko spletno podjetie, ki je specializirano za internetne
drazbe in spletno nakupovanje, Kjer ljudje in mnaga podjetja kupujejo in
prodajajo najrazlitnejSe stvari in storitve po vsem svetu. Wikipedija
Ustanovitelj: Pierre Omidyar
Generalni direktor: Devin Wenig
Sedez organizacije: San Jose, Kalifornija, ZDA
Prihodek: 9,567 milijarde | 017)
Cena delnice: EBAY (N 20638 -0.21 (-0,70 %)

st

9 nov. 16.00 GA

Drugi i5cejo tudi Oglejte si jin Se vet kot 10
amazon  crigslisc  [R/AFOOM waimart - I PayPal

Amazon.c Craigslist Yahool Walmarl PayPal

eBay - vec o tem
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With a few additional clicks you will open the online shop, and you will

immediately notice some of the main elements of an online shop.

. = i
All Categor - Search dva

11/11 Sale Is On

Find what's on your winter wish list for less,
right here.

Shop Now -+

Explore popular categories

Those elements are:

1. A shopping department (here you can select the main categories of products
available in the online shop)

2. Useful links (store locations, information about the company, contact details)

3. Search box (if you wish to gain information about a specific product)

4. My account (before shopping in an online shop one needs to create a user account
with the information about the delivery address, contact details etc.)

5. Shopping cart (the basket is literally your shopping cart. When you decide to buy a
certain product, click on it to move it into the basket that will take you all the way to
the check out and payment)

6. Placed products — “Popular at this moment” are the products that have a special
discounted price at that moment or have reached a high number of sales in the
current month. In this way one can find special discounts and buy the products

cheaper than somewhere else).
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IMPORTANT

Safety advice! — Before you decide to shop in an online shop, always check the
owner/company running the online shop. Frequently, special prices and very low prices of
products and services can be a sign of a fraud. In such cases there often isn't any information
about the manager of the online shop, as such websites are in operation only for a few days

— but enough to take advantage of inexperienced users)

Task number one:

1. On the ebay.com website check the owner and manager of the website and write
down the information

2. On the ebay.com website find the contact information that you might use in case of
problems and write it down.

3. Browse through the online shop and write down the questions you have.

Notes:
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Online shop

Test use of an online shop

Online shops are very much alike due to certain rules in design and user experience. This
means that knowing how to use one online shop makes it easier to use others. Thus, it is
important to learn on an example of a relatively large, but foremost safe online shop (such

as ebay.com).
In this part of the workbook we will create a user profile and set it up for actual use.

In the ebay.com online shop select My Ebay, which will open a new window for registration.

Hil Sign in of register | Daily Deals | Sel | Help & Contact My eBay a Al 2

m y ?;3239;' All Categories

Home ¥ Saved Electronics Fashion Health & Beauty Motors. Collectibles  Sports Home§ Garden  Deals Under $I(

11/11 Sale Is On

Find what's on your winter wish list for
less, right here.

Shop Now =

Explore popular categories

We select Create a new account and fill out the required information in the form.
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Hello

Sign in to eBay or create an account

Email or username

Password I sioninwith Facebook

Text a temporary password

Resel your password

Stay signed in

Using & public o shared device?
Uncheck 1o protect your account. Leam more

We check if the information we entered is correct and read Terms of use, as required by the

website, and then we register our user account.

Once registered you can easily change your personal data. A click on My eBay again opens a

page with our user profile. This means that you are registered and can continue with the

shopping.

Navigation around the shop

Navigation around the shop is usually simple since it is adjusted to users with different levels

of experience.

PKM MW900-23G-IN Einbau Mikrowelle 900 Watt Edelstahl 23 Liter Grill mit Blende

1000W Grill - 900W Mikrowelle - 23 Liter Garraum

& 1 viewed per hour Be the first to write a review:
Condition'  New

Quantity: [1 | [ast one
2 sold in 24 hours / See feedback

prce EUR 116.90 m
Approximately US $132.72
Add to cart

© Add to watch list

251 More than 98%

100% buyer satisfaction i A

Tem I

Ships to: ¥

Delivery  Estimated between Wed. Nov. 14 and Tue. Nov. 20
cler 1 in 1 day afte receiing clearsd payment . @

Payments. [paveal| VISA| [ (e oscev]

Returns: Consumers have the right o refurn the item under the conditions outlined
below | oo dotais

Guarantee:  @lozny

Get the item yo

Covers your pu

al shipping

Seller information
Kontor-hermsen (30769 % )
99 5% Positive fecdback

Q save this Seller
Contact seller

Visit slore

See ofher items

Registered as 2 Business Seller

codeBeamer
ALM by Intland

ifec
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To practice — imagine you're buying a new microwave. Find it in an online shop (select the

one that the most suits your needs).
For this purpose | have selected a microwave in the photograph above. When selecting the
product, a new web page opens with various technical specifications, price, user reviews,

and an option to add the product in the shopping cart.

Check and write down all the information and findings about your microwave before you

decide to put in the shopping cart.

Notes

When we decide to buy the product, we click on Add to cart button. Once we click on it, a
new window opens since we have not entered the delivery address yet. We complete this

form only the first time.

ebay

Where should we deliver your order?

Slovenia -

Klkran] info@gmail. com

i - +386 Mo

1 only have a landline

Go to checkout
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After we complete the necessary information, we click on Go to checkout. Even if you add a
product to the cart, you can still continue shopping. That in fact is the purpose of having a

cart.

Task number two:
Continue shopping by adding other products in the car, delete some of them, increase the

quantity of certain products, and when finalising your product list go to the checkout.

Hi Aljaz! ~ Daily Deals | Sell | Help & Contact My eBay A =0
r 4
Shopping cart (1 item) Send Us Your Comments
H Request total ©
Seller kontor-hermsen g bt
PKM MW900-23G-IN Einbau Mikrowelle 900 ay1 EUR 116.90 Nem(n) Us $132.73

M| Watt Edelstahl 23 Liter Grill mit Blende S $132.13) Shipping O US $225.94
B New
O | AsTONE Economy Inf! Versand EUR 199.00
6-18 days (US $225.93)
: Total US $358.66

Save for later Remove

Copyright © 1995-2018 eBay Inc. All Rights Reserved, Accessibility, User Agreement, Privacy, Cookies and AdChoice «
= & = p Norton

When you select Go to checkout, a few steps are needed: check the cart, registration (if you
haven't registered yet), confirmation of the payee’s address and the delivery address;

delivery method and payment method, and the confirmation of the order.

To practice — complete the steps together with your lecturer and write down all the

guestions you might have. Stop at payment methods.

Notes:
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Payment methods

7 How do you like our checkout?
eb /' Checkout Tell us what you think
Pay with Item (1) EUR 116.90

Shipping EUR 8.30
Credit or debit card
O H Order total EUR 125.20
O PayPal
Select a payment option
Y PayFol va 3
of )= v s

See details

Payment methods depend on the size and the market of an online shop. Often the following

payment methods are available:

Cash on delivery (paid to the postman)

- Credit card payment (using this method requires the user to be the most careful)

- Using VISA or PayPal

- Direct debit, Pro forma invoice (bank account payment) — the safest way of payment

for inexperienced users.

Regardless of which payment method one selects, always check the amount and the address

of the payer; and be careful when making the payment (check all the boxes in the form etc.).
Since we are using this online shop for demonstration purposes only, we will not complete
the order. There is however only one last step needed to complete the order — namely to

check all the information and make the final confirmation of the order.

Notes:
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Identification of a safe online shop

Fake online shops are just fronts with beautiful pictures but there isn’t a legitimate company
behind this presentation. Making a purchase in such a shop is a great risk as the buyer will
not only not receive the ordered goods, but his or her credit card details can be stolen and
misused; or the buyer buys a fake product that will be seized and destroyed at the customs.
Most common fake online shops sell products of popular brands such as iPhone, iPad, Ugg,

photo equipment etc.

IMPORTANT

How to find out if the online shop is fake or if the seller cannot be trusted?

91



PR Funded by the @SEl\"OR
L Erasmus+ Programme
LAl of the European Union New Tech »

- An incredibly good offer. The first sign of a possible fraud is an unbelievable price.
When an offer significantly differs from similar products in presentation, price or
characteristics, this is a definite reason for concern. It is also important how you got
to this shop. Where did you found out about it? Did you click on an add on a website
or in an email? There is less risk involved if you find out about an offer from the
television or if you type the web address yourself. The rule of thumb is: if a stranger
gets in contact with you via email, Facebook or a chat software (such as Skype) and

offers web links, don't trust them!

- Good news spread fast, bad news even faster. Find reviews of other customers or
users, find out about their experience, evaluations and comments. Check the shop by
doing a browser search, and check forums for negative comments from the buyers

with bad experience.

- Check who is behind the online shop. Check the contact information of the company
(address, online support phone number, email). Get in contact with the seller and
exchange a few messages. Does the email match the online shop address? If the
seller is using a free email account (gmail.com, hotmail.com, live.com itd.) it is an

additional sign that this could be a fraud.

- Payment methods
When the seller wants the payment via Western Union or MoneyGram this is a major
reason for concern. Such payment methods are meant for a quick transfer of money
to individuals, tracking is not possible and because of this they are a popular method

used by frauds.
For more information about general safety on the world wide web we recommend checking

different web pages. On the basis of your research you can compare the findings and learn

something new. And this is the best approach to avoid online frauds — using knowledge.
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Social networks

Introduction
The purpose of this module is for the participants to learn about social networks, how they
work, and which social networks exist on the web; in particular, the participants will learn

about Facebook.

The research conducted as part of the Pew Internet and American Life project, found that
the number of people older than 50 that use online social networks has doubled in the last 5
years. The main reasons for the use of social networks are reconnecting with people,
blogging, taking part in online discussions, building intergenerational bridges (connecting

with the youth) and playing games.

Why are we focusing on Facebook? Mostly because the majority of people that have access
to a computer and the internet have a Facebook account. Because of this Facebook is the

best place for find people that we know, or to find like-minded people in interest groups.

We will focus on the following steps:

- basics of social networks
- Creating a user profile

- Safe use of on social networks
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Basics of social networks

When most people hear the expression social networks, they first think of online social
networks. This is because the popularity of online social networks has grown rapidly in
recent year — they have become a part of our everyday life. Facebook, YouTube, Instagram,

Twitter and LinkedIn are in the top 15 most visited websites in the world.

The most basic charateristic of social networks is the option of creating and sharing a
personal profile. The profile page usually includes a photo, some basic personal data (name,
age, gender, location) and an additonal space to list favourite groups, books, TV shows, films,
hobbies and websites. The majority of social networks also offer the option to publish

photos, music, videos and personal blog on your profile.
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The most important characteristic of social networks is the option to search other members
of the network and establish social connections with them. These »friends« are shown as
links on the page of your profile, meaning that visitors can easily browse their network of

friends.

Different types of social networks
There are many different social networks on the web. However, only few of them have

become very popular among the users of the world wide web. Social networks can be

divided in the following types:

Focus on photos: Instagram, Pinterest, Tumblr
Focus on videos: YouTube, Vimeo
Focus on business connections: LinkedIn

Mixes: Facebook, Twitter

Task number one:

1. Together with your lecturer, open and check different social networks, and discuss
them.

2. Write down situations in which you would use a particular social network,
considering its purpose. Also, write down the social network that seems most

suitable to your needs.
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Creating a user profile

Just as online shops, social networks are very similar due to certain rules of design and user
experience.
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In this section of the workbook, you will learn how to create your user profile and prepare it

for the actual use of a social network.

In a web browser, we type Facebook and open the website facebook.com.

facebook
Sign Up
Connect with friends and the It's free and always will be.
world around you on Facebook. o S
First name Last name
Mobile number or email
See photos and updates from friends in News Feed.
New password
Share what’s new in your life on your Timeline Birthday
od ol 20 ] 1903 [© lx\\“‘r“;:dn:wwmn provide my
Find more of what you're looking for with Facebook Search. O Female © Male

Create a Page for a celebrity, band or business.

Creating a user profile on Facebook is very easy. We type all required information in the Sign

Up form, and clik on the button Sign Up bellow.

Email or Phone

facebook

Sign Up
Connect with friends and the It's free and always will be.
world around you on Facebook. e et

aljaz.test@gmail.com
See photos and updates from friends in News Feed.

aljaz test@gmail.com

Share what’s new in your life on your Timeline ®ecssscssscces
Birthday
Find more of what you're looking for with Facebook Search. san JGl 1 [§ 1903 [ Y dolnecdto provdemy

birthday?

O Female @© Male

* When creating a user profile, if you are not sure what the social network will ask of you,
always read the section on Terms of Use. If you are not very proficient in English, ask

someone to translate Terms of Use to you.
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Confirming the activation code.
Once you register on Facebook, you will receive a confirmation code to your email address
(or to your phone if you provided a phone number). You copy and paste the confirmation

code into the form that is shown below.

Enter the code from your email

Let us know this email belongs to you. Enter the code in the email sent (==l il
Wrong email?
FB- |
Send Email Again Not Now
About  CrealeAd CrealePage Developers  Careers Privacy Cookies AdChoices[> Terms  AccountSecurity LoginHelp  Help

Facebook © 2018 v

When you confirm the user account, a new window will open, enabling you to edit your user
profile.
To practice, set up a user profile, check settings (language, security, etc.) and exchange

friendship requests with the other participants.

__f_[ bil gates Q @ 1z Home  FindFriends

Al Posts People Photos Videos Pages Places Groups. Apps Events Links
Filter Results © rages See Al =
Portugué
POSTS FROM
o Anyone ) Bill Gates @ sk Like
t ) 191 ke this - Public Figure ookies - More -
NEL s y Pubic Figure Facebook ©2018
Your Friends -
Yo s
¥ Ch e d Bill Gates & Melinda Gates s Like
| 746 ke this - Personal Blag
POST TYPE LT
o AllPosts
SRR Bill Gates Quotes vl Like
| 379K like this - Community
POSTED IN GROUP anpage for Bl gates
@r
o Anygroup
See Al
%) Choose a Group
TAGGED LOCATION @ People See All
o Anywhere
%) Choose a Lacation (% Bilgates Gates T Add Friend | ver
G2 Foie
DATE POSTED ",OL,glr
. Any date
2018

Bille Gates & Add Friend -+
i Profie
2016
3 ® Chat 7 2 &

) Chanse 2 Nate
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Notes:

Once you set up your user profile and add a few friends, the fun can start. Firstly, we will

look at all the main icons at the top of the website.

6 s e

1.

A click on the first icon from the left (Facebook) takes us to the home page and

timeline.

The second element in the header is a search window, which enable us to search

virtually anything that exists on Facebook.

A photo/element with your name is a link to your user profile. A click on the button

opens a timeline, similar to the one on the home page; however, this timeline shows

our posts and photos.

A click on the Home link produces the same results as a click on the Facebook icon —

it takes us to the home page.

Icons:

i) A silhouette of two persons. Usually in dark blue colour — becomes bright only
when somebody sends us a friendship invitation or when somebody accepts our
friendship invitation.

ii) Chat cloud — also usually in dark blue colour; becomes brights only when we
receive new messages.

iii) Earth — similar dark/bright characteristics to the previous two icons. It alerts us to
different activities of Facebook (e.g. somebody tagged us on a photo, invited us
to an event etc.)

iv) ? —this icon opens us the Help centre

v) Reversed triangle — open several options in a dropdown menu. Usually we use it

to access Settings.
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Task number two:
together with your lecturer, do the following activities on Facebook:
- Opening a new private chat
- Searching events or people in a search window
- Creating groups or starting a conversation with several people
- Creating a Facebook page
- Uploading new albums/photos to your personal profiles
- Confirming attendance at events
- Commenting posts or photos
- Sharing posts or photos

- * other activities of interest to participants
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Notes:

Safe use of social networks

Most users of social networks are not aware of the importance of safety and the dangers of
inappropriate or disparaging posts (e.g. photos from parties, hate speech etc.). If you do not
take the necessary steps to protect your profile, you will make it possible to everybody — not
only your friends, but also total strangers — to have access to your life, thus exposing yourself

to potential abuse.

SN B IS O G S O
h—-_—--ﬁ‘,
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There are simple steps to efficiently protect yourself against potentially unpleasant
experience. This can be achieved by knowing the basics of safe use of the world wide web.

Few tips on the safe use of Facebook:

1. Check posts in which you are tagged before they appear on your timeline. Every Facebook
user would be shocked if seeing on their timeline a delicate photo in which someone tagged
him or her, as this means that all his or her friends can see it. Fortunately, you can take
action before such photos are seen by unwanted people. (together with your lecturer,

check safety options of your timeline in Settings)

2. What is public and what is not? How do your friends and public see your profile? Do you
want to open your profile, which means everybody will be able to see your timeline, or
would you like to make your posts visible only to your friends? This can be set in Settings.

(together with your lecturer, check options of public/private publication of your profile)
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3. One cannot be friends with everybody. Before confirming a friendship request, make sure
you know the person, or trust them. If you receive a request from a celebrity, it is not very
likely that such a person would send you a friendship request so be careful with those. Also
suspicious are requests from people that do not have a profile photo, personal details, or
existing friends. In such cases you may be receiving a request from a so-called fake user

account, which are used for online marketing or similar purposes.

4. Blocking. You can block any Facebook user, which means they will no longer be able to
contact you, see your posts, or send you a friendship request. This can be done in Settings
(check this together with your lecturer ) or in their user profile. Next to the button for

sending messages you will find the Block option.

5. Did you forget to log out of Facebook when accessing it at a public place (library, coffee
shop etc.). The best way to prevent that is to always make sure you log out, or to open a
browser with search history turned off. In case your forget that you can go to Settings in

Facebook and terminate all sessions on other computers.
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This enables us to log out of Facebook on other locations and mobile devices (check the

option of remotely logging out with your lecturer).
6. Do you know anyone that has won a car, a phone or a vignette on Facebook? Ignore such
posts as they in most cases fraudulent and you will not get any signs of approval if sharing

them with others.

Notes:
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Online banking

Introduction
Online Banking is a modern, secure and efficient way how to manage our finances via the

Internet 24 hours a day, 7 days a week.

The main aim of this module is to know the benefits of Online banking over a personal visit
to the bank, how to be prepared for Online Banking, on which devices can be used this
service, how to ensure access to Online Banking, what basic functions Online Banking can

offer us and how to use Online banking safely.

We will focus on the following steps:

- Introduction to Online banking — the main things about online banking
- How to use Online banking in practice - the basic functions

- Online banking and security

Introduction to Online banking — the main things about Online banking

Online banking is a service that is available anytime, anywhere.

It is necessary to have an Internet connection through which the service will be accessed, a
specific device that will allow us access to Online banking. Everything must be preceded by
the activation of Online banking in our bank. Quite often the activation of Online banking is

automatic when we open a bank account in our bank.
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Task number one:

As is it clear from the above information, we can use our device to manage the Online
banking quickly and easily. Let's focus our attention on the differences between a personal

visit to a bank and the use of Online banking.

What services does a bank branch offer us?

(Choose the right answer (YES/NO) to the statement.)

v/ The bank branch is available in the immediate vicinity of my home or anywhere
else where | am located. YES / NO

v/ We have unlimited access to the bank at any time 24/7. YES / NO

v Whenever we need something, we can go directly to the bank and we are served
without waiting. YES / NO

¢/ Everything is processed without charge. YES / NO

v Bank employees are always nice to me and very kind. YES / NO
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Notes:

What services does Online banking offer us?

(Choose the right answer (YES/NO) to the statement.)

¢/ Our Online banking is available in the immediate vicinity of our home or anywhere
else where we are located. YES /NO

¢/ We have unlimited access to Online banking at any time 24/7. YES / NO

v Whenever we need something, we can go directly to Online banking and we are
served without waiting. YES / NO

¢/ Everything is processed without charge. YES / NO

¢/ Online banking is always nice to us. YES / NO
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Notes:

Yes, Online banking can offer us most of what every bank branch. We can be at home, on
vacation or anywhere. Even so, thanks to the Internet and our device, we can feel like we are

in a bank.
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Important:

Ask your bank for information when setting up your bank account, whether Online banking

needs to be activated and what are the initial information for first use.

If your bank account is already active and you want to use Online Banking, use the free
information line of the bank or visit the bank to find out everything necessary for the first

use of the service.

Task number two:

We know that if we are connected to the Internet, we can use Online Banking on our

devices.

The important question is, on which devices can we use Online Banking?

G’K-II;UW{(. C/’Zﬂlﬂﬁ
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What devices do you see in the picture?

(Please enter the device names in the following free space.)

Notes:

Thanks to the following basic devices (desktop, laptop / laptop, tablet, smartphone) we
can enter the Online banking.

On smartphones (tablets), this is often due to the special application that must be installed
on the devices. The bank will provide us with information on how to install and activate the

application.

Welcome

Alexa!

Alexa Smith
1234 5678 9012 3456 Vaiid

Account t Fund

Information Transfer @,
&

Statment Withdraw

Mobile Bill
Prepaid Q Payments
Credit Card Beneficiary
Services —

(==
[ [

aaaaaaaaa

Example of mobile application for Online banking.
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On the desktop, notebook / laptop is access to Online banking through a classic web
browser. The bank provides accurate information on how to enter the Online Banking
interface for the first time and what are the requirements for setting up our computer.

Always follow these instructions. Every bank has everything set and determined

individually.

SERVIS 24 Login

By password By client certificate

First login

Client number Wsrfsrssrti

s

Forgottenfiocked password

JOU—

Example of entering the Online banking interface via a web browser.

Notes:
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How to use Online banking in practice - the basic functions

Online banking allows the user a wide range of options.
With a device that is connected to the Internet when properly set up according to bank
conditions, we can:
- viewing account balances
- viewing recent transactions
- downloading bank statements, for example in PDF format
- download periodic account statements
- downloading applications for M-banking, E-banking etc.
- funds transfers between the customer's linked accounts
- paying third parties, including bill payments and third-party fund transfers
- investment purchase or sale
- loan applications and transactions, such as repayments of enrolments
- credit card applications
- register utility billers and make bill payments
- financial institution administration
- management of multiple users having varying levels of authority
- transaction approval process

- etc.
Banks often do not want any fee for using Online Banking. Charges may be a certain

amount linked to a specific transaction in Online banking. (We recommend that you check

the current conditions / price list at your bank.)
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Notes:

Task number three:

Find out the current price list for individual transactions for using Online banking at your
bank. Find information on the bank's official website, use the bank's info line or take a

personal visit to the bank. Be prepared to use Online banking without any unpleasant

surprises.

(Write the most important information in the space below.)
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Task number four:

Try to become familiar with the basic interface of Online banking of your bank. What are the

basic options available in Online Banking?

You can follow these steps. (The graphical interface may be different for your bank.)

SERVIS 24 Login

By password By client certificate

First login

Client number Serrffisrii

e —

A ALY WSS (Lo S LI A

2 itmion

115



LA Funded by the SENIOR

Ml Erasmus+ Programme
*ak of the European Union

oy

New Teoc_h/o

o First step, entry into Online banking. The client number (username) and password must
be filled in the reserved space.

o After filling in the required data, click on the "Login" button and enter Online banking.

Notes:

FAVOURITES v Jifi Spokojeny
Domestic payment B . o
0Osobni (Osobni konto Ceské spoiitelny) Available balance 83 000,00 CZK
Standing payments 2326573123 Account balance 63 000,00 CZK
T Savings account halance 12 380,00 CZK
Current as of 2.9.2012 15:18:32
) = v & @ o [ save | nsoy ] pay |
CREDIT OPTIONS » D
Loan 120 000 CZK Moje Firma (Current account) Available balance 230 561,20 CZK
524736369 Account balance — 69 438,80 CZK
Credit card 60 000 CZK Current as of 2.0.2012 15:18:32
D 9 [ tisory ] Pay ]
Loan Top Up 1 886 D00 CZK
Mew account advice! Go to list

Revolving loan 50 D00 CZK

Number of unread advices: 4

o The account owner's name is displayed here. So, we are sure that everything will happen

in the right account.

Notes:
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FAVOURITES w Jifi Spokojeny

Transaction history

Domestic payment

Osobni (0sobni konto Geskeé spofitelny) Available balance 83 000,00 CZK
Standing payments 2326573123 Account balance 63 000,00 CZK
Credit recharging Savings account balance 12 380,00 CZK

Current as of 2.9.2012 15:18:32

V=~ é T e [ __sae ] istoy ] Pay |

Loan 120 000 CZK Moje Firma (Current account) Available balance 230 561,20 CZK
524736369 Account balance — 69 438,80 CZK
Current as of 2.9.2012 15:18:32

D O [ty ] Py

| CREDITOPTIONS )

Credit card 60 000 CZK

Loan Top Up 1 886 D00 CZK

MNew account advice! Go to list

Revolving loan 50 000 CZK Number of unread advices: 4

o Here we can see the user's bank account balances. So, we are informed how much
money we have for future transactions.

o Everything is related to the Personal Account (In the picture is marked as "Osobni").

Notes:

FAVOURITES v Jifi Spokojeny
Domestic payment . ) -

Osobni (0sobni konto Ceskeé spofitelny) Available balance 83 000,00 CZK
Standing payments 2326573123 Account balance 63 000,00 CZK
Credit recharging Savings account balance 12 380,00 CZK

Current as of 2.9.2012 15:18:32

A WO [ save | nisoy | pay ]

Loan 120 000 CZK Moje Firma (Current account) Available balance 230 561,20 CZK
524736369 Account balance — 69 438,80 CZK
Current as of 2.9.2012 15:18:32

D O [ty ] Py

 CREDITOPTIONS )

Credit card 60 000 CZK

Loan Top Up 1 886 D00 CZK

New account advice! Go to list

Revolving loan 50 000 CZK Number of unread advices: 4

o If we click on the number that indicates the account number, we will see detailed

account information.
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(o]

Osobni (Osobni konto Ceské spofitelny)

owner  Jifi Spokojeny
« authorised person

« joint holder with passive right
+ joint holder with active right
« joint holder with co-authorisation right

Balances

Account balance
Owerdraft imit
Unposted transactions
Available balance

Savings account

Savings account
balance

Interest rate up to the
limit 150 000 CZK
Interest rate on the over-
the-limit balance

63 000,00 CZK
20 000,00 CZK

0,00 CZK
23 000,00 CZK

12 380,00 CZK
0,2%

0.01%

Accountnumber 2326573123
Currency CZK
IBAM  CZ56 0300 0000 0023 2657 3123
BIC (SWIFT) GIBACZPX
Limits
Daily 15 000,00 CZK
Used amount — 1 000,00 CZK
To be used 14 000,00 CZK
Overdraft
Overdraft limit 20 000,00 CZK
Drawn amount 0,00 CZK
To be drawn 20 000,00 CZK
Due date 15.4.2013
Revolving account
Loan limit 30 000,00 CZK
Drawn amount
Available 20 000,00 CZK

Transfer to account

Here is the bank account number in the country format, in the international format

(IBAN), and the international bank identification (BIC/SWIFT). The local account number

is used for transactions in the country, the international number for international

transactions.
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Osobni (Osobni konto Ceské spofitelny)

owner  Jifi Spokojeny
« authorised person
« joint holder with passive right
« joint holder with active right
» joint holder with co-authorisation right

Balances
Account balance 6.3 000,00 CZK
Owverdraft Emit 20 000,00 CZK
Unposted transactions 0,00 CZK

Available balance

Savings account

Savings account

83 000,00 CZK

12 380,00 CZK

balance

Interest rate up to the
limit 150 000 CZK s
Interest rate on the over- 0.01%

the-limit balance

Account number 2326573123
Currency CZK
IBAN  CZ56 0200 DOOO 0023 2657 3123
BIC (SWIFT) GIBACZPX
Limits
Daily 15 000,00 CZK
Used amount — 1 000,00 CZK
To be used 14 000,00 CZK
Overdraft
Overdraft limit 20 000,00 CZK
Drawn amount 0,00 CZK
To be drawn 20 000,00 CZK
Due date 15.42013
Revolving account
Loan limit 30 000,00 CZK
Drawn amount
Available 20 000,00 CZK

Transfer to account

o Here is a detailed account balance. As we can see, the total balance consists of the

account balance and an overdraft limit (the bank provides a loan worth CZK 20,000).
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Osobni (Osobni konto Ceské spofiteiny)

owner  Jifl Spokojens’r Accountnumber 2326573123
« authorised person Currency  CZK
« joint holder with passive right IBAN  CZ56 0800 0000 0023 2657 3123
« joint holder with active right BIC (SWIFT) GIBACZPX
« joint holder with co-authorisation right

-
Balances Limits
Account balance 63 000,00 CZK Daily 15 000,00 CZ
Owverdraft Emit 20 000,00 CZK Used amount -1 000,00 CZ
Unposted transactions 0,00 CZK \_ To be used 14 000,00 C
Available balance 83 000,00 CZK (‘
N Overdraft
Savings account o
Overdraft limit 20 000,00 CZ
Savings account 12 320.00 CZK Drawn amount 0,00CZ
balance To be drawn 20 000,00 CZ
Interest rate up to the : .
limit 150 000 CZK 0.7 \ Ll il
Interest rate on the over- i
¥ i oo 0,0F0 :
helmitbalance J Revolving account
Loan limit 30 000,00 CZK
Drawn amount
Available 20 000,00 CZK

Transfer to account

o Here we can see information related to the Savings account (how much we have saved,
how much the bank pay interest on), information about setting the limit for transactions

in Online banking (can be increased or decreased) and the agreed amount of overdraft.
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Notes:

ACCOUNTS SAVINGS LOANS | INVESTMENTS | INSURANCE

OVERVIEW OF ACCOUNTS  Jiii Spokojeny

e Acoouts
HISTORY
Osobni (0sobni konto Ceské spofitelny) Available balance 83 000,00 CZK

SINGLE PAYMENT S 2326573123 Account balance 63 000,00 CZK

STANDING PAYMENTS

Savings account balance 12 380,00 CZK
MOBILE PAYMENT & Current as of 2.9.2012 15:18:32

PAYMENT TEMPLATE MT=E 2 é T O [ s ] tistoy ] Py

DIRECT DEBITS

Moje Firma (Current account) Available balance 230 561,20 CZK
SEPA DIRECT DEBITS 524736369 Account balance - 69 438,80 CZK
Current as of 2.9.2012 15:18:32

D O [ Hetoy ] Py

E-INVOICES | E-DOCUMENTS
TRANSACTIONS FOR CO-
AUTHORISATION

New account advice! Go fo list
Number of unread advices: 4

o If you click on the "Accounts" tab, you will see additional options.

BANK DOCUMENTS

Notes:
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ACCOUNTS SAVINGS | LOANS | INVESTMENTS | INSURANCE

OVERVIEW OF ACCOUNTS Payment card details

HISTORY Card number 5444 90** **** 3445 Bound o account  2326573123/0800

Holder T Moje debetni (Osobni konto Ceské
SINGLE PAYMENTS Type  DCViea “ MM spofitelny)
STANDING PAYMENTS Technology  Contactless Owner  Jifi Spokojeny
Contactless function  On Currency  CZK
MOBILE PAYMENT S

PAYMENT TEMPLATE
Validity — 09/12-10/14
DIRECT DEBITS State  Active Services
Automatic replacement  Yes
Card blocked  Not blocked

SEPA DIRECT DEBITS Travel insurance  No

EJANVOICES | E-DOCUMENTS Supplementary travel insurance No
Method of additional card takeover At home branch

TRANSACTIONS FOR CO- PIN for the card Branch for take over the card

AUTHORISATION
Password for the card
BANK DOCUMENTS Resend PIN

Limits
Permanent limits: Temporary limits:
y 15 000,00 CZK [ 1 day Temporary limits are not set

Card payments 30 000,00 CZK /1 day Change of limits

Internet payments 10 000,00 CZK / 1 day

o One of the options is the "Cards" item, where we can see, for example, a card that is
allocated to a bank account (2326573123/0800). The card is issued in the name of the
account holder (Jiri Spokojeny), the currency is CZK, we can see the payment card
provider (VISA), credit card validity (09/12-10/14), credit card status (card is active), we

can block the card / adjust credit card usage limits.

Notes:
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ACCOUNTS SAVINGS | LOANS | INVESTMENTS INSURANCE

OVERVIEW OF ACCOUNTS Transaction hlslory
CARDS

HISTORY Osobni (Osobni konto Ceské spotitelny) w Iniial balance 7 983,85 CZK

10.10.2019 - 8.11.201% Final balance 7 224,24 CZK
Transaction history

Account statements Transaction type Al

SERVIS 24 fransactions Open all

Non-posted transactions Processing date Item Counter account Amount

Multiple payment history Message for me Variable symbol
. Posting date Message for payee Constant symbol Cancellation
ALl Transaction reference number Payment reference Specific symbol
Reason for non-execution
» 27.3.2012 trvaly pfikaz-uhrada 3 béZak-podnikatel -1 000,00 CZK
STANDING PAYMENT S 524468309/0800

9090909099

SINGLE PAYMENTS

MOBILE PAYMENT S ZEP_HC?I'ID
Puojistne

PAYMENT TEMPLATE » 12.3.2012 trvaly pfikaz-uhrada 2 na ucet v jiné bance - 687,00 CZK
2038812118/2600

Dérek pro maminku 4421438798

o Another option is "History", a Transaction history. Here we can find all outgoing /

DIRECT DEBITS

incoming payments towards our account. If we pay with our payment card, if we send
money to someone's account, if we receive money in our account ... we can find

everything here.

Notes:
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ACCOUNTS SAVINGS

OVERVIEW OF ACCOUNTS

CARDS

HISTORY

SINGLE PAYMENTS
Domestic payment
SEPA credit transfer
Foreign payment
Multiple payment
Direct debit payment
Pending payments

Payment import

STANDING PAYMENT S

MOBILE PAYMENT S

PAYMENT TEMPLATE

DIRECT DEBITS

LOANS

INVESTMENTS

INSURANCE

Enter domestic payment - step 1 of 2

SENIOR
New Teoc_h/o

" PRV T
f Pay from account *

Available balance

To account ™

Amount *
Variable symbol
Constant symbol
Specific symbol

Due date *
Message for me

Message for payee

2326573123 (CZK) - Osobni

83 000,00 CZK

- | 387340359 1o | B2
120050 CZK

183460

300

7853154453

3112019 | B

Moje aukce

Aukce

Current as of: 2.9.2012 15:18:32

Express payment

N

w e-mail confirmation [+ |(jiri spokojeny@servis24.cz English v

The "Single payments" tab, offers local payments in the country, international

payments (SEPA credit transfer or Foreign payment), Multiple payment, etc.

We will focus mainly on "Domestic payment". Here you can enter a payment order.
Simply send money from your bank account to another account. We can pay an
invoice for electricity, gas, pay a ticket etc.

It is always necessary to fill in the bank account number (where the money will be
sent), the amount, eventually variable symbol / constant symbol / specific symbol,
due date, message for me and message for recipient.

In order to make a payment, the bank then requires some further verification. This
is important for safety. For example, it is necessary to re-enter the password for login
to Online banking or the system will send us an SMS to our registered phone and

then we have to copy the code from the SMS to the appropriate location in Online

banking.

o Money is on the way!
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Notes:

Important:

It is always necessary to orientate yourself in Online banking. Take small steps and have
enough time for everything. Use the basic features first and add more steps over time. It is
always possible to contact your bank by phone to find out how to resolve the issue. In a few

weeks you will be able to use your banking.
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Online banking and security

This section focuses on security rules for the full and safe use of Online Banking. This will
allow us to use Online Banking anytime, anywhere. Life becomes easier. All

recommendations can be summarized in ten major safety rules.

It is important to pay close attention to this part. First you need to prepare your device that
is connected to the Internet and then you can be ready for everything. If you are not sure
that everything is ready, do not hesitate to contact an expert or a member of your family

who has experience with everything.
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Task number five:
Yes, let's use Online Banking, but are we ready? Let's check it out now!

We need to pay an invoice and we are determined to use our Online banking. What are we

interested in making our mission a success?

(Choose the right answer (YES / NO) to the statement.)

v/ We can pay our invoice on any available computer in the library, internet cafe or
anywhere else. YES / NO

¢/ We can pay the invoice on our mobile device while we will wait at the train station
for our train because there is a free WIFI connection. YES / NO

¢/ It is not important to care about the condition of our device. It is functional and it is
sufficient for us to use the device to pay the invoice. YES / NO

¢ Itis not important that we have to use antivirus software and firewall. YES / NO

¢ It is not important to be interested in the recommended procedure for using Online

Banking issued by our bank. YES / NO
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Notes:

Important:

It is always important to think about security, especially when your device is connected to

the Internet.

NEVER use a device that is shared with multiple users and you do not know its current
status. NEVER use a free WIFI connection to access your banking. Provide your device with

an antivirus and firewall. Regularly update your device and keep it in good shape.

Do not disclose your password, which is used to enter our banking, to anyone and use a

sufficiently complicated password.

If you are unsure of the condition of your device, seek the help of experts. You can also

contact your family members who have better experience and knowledge.
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Notes:
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